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SOFTWARE ENGINEERING
[As per Choice Based Credit System (CBCS) scheme]
{Effective from the academic year 2016 -2017)
SEMESTER - IV

Subject Code 15C842 1A Murks 20

Mumber of Lecture Hours/Wesk j 04 Exam Marks g0 i

Tota] Mumber of Lecture Hours 50 Exam Hours 03
CREDITS -4

* Outline mﬁ.w:u'e e.-ng!ul::mng principles and activities involved in building large
software programs.

s Identify ethical and profiessional issues and explain why they are of concern o
soflwire engineers.

s Describe the process of roquirements gothering, requirements classification,

requirements specification and requirements validation,

Differentiate system models, use UML diagrams and apply design patierns.

Discuss the distinctions between validation testing and defect testing.

Recognize the importance of software maintenance and describe the intricacies

invielved in sofiwane evolution.

Apply estimation techniques, schedule project activities and compute pricing.

Idenify sofiware quality parameters and quantify softwere using measurcments ansd metrics.

List saftware quality standards and outline the practices involved.

Recogrize the need for agile software development, describe sgile methods, apply

agile practices and plan for agility.

Mlodule 1 Teaching
Hours
Introduction: Software Crisis, Need for Software Engineering. Professional Software | 12 Hours
Development, Software Engineering Ethics. Case Studics.
Software Processes: Models: Waterfall Model (See 2.1.1), Inesemental Maodal
(Sec
2,1.2) and Epiral Model (Sec 2.1.3). Process activities.
Reguirements Engineering:
Requirements Engincering Processes (Chap ).
Requirements Elicitation and Analysis (Sec 4.5). Functional and non-functional
requiremeants (Sec 4.1). The software Reguirements Docurnent (Sec 4.2), Requirements
Specification (Sec 4.3). Requirements validation (Sec 4.6), Requirements Management
(Sec 4.7).
Mlodule 2
System Models: Context models (See 5.1), Interaction models (See 5.2). Structural 11 Houirs
models (Sec 5.3). Behavioral models (See 5.4). Model-driven engineening (See 5.5),
Design and Implementation: Introduction to RUP (Sec 2.4), Design Principles (Chap
171, Object-Oriented desipgn using the UML (See 7.1). Design patterns (Sec T.2).
Implementation issues (See 7.3), Open source development (Sec 7.4).
Maodule 3
Software Testing: Development testing (See 8.1), Test-driven development (Sec 8.2), | 9 Hours
Relense testing (See 8.3), User testing (Sec 8.4). Test Automation (Page no 42, 70,212,
231,444,605),
Saftware Evolution: Evolution processes (Sec 9.1). Program evolution dynamics (See
9.2). Software maintenance (Sec 93). Legacy system management (Sec 9.4).
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Moduale 4

Project Planning: Sofiware pricing (Sec 23.1). Plan-driven development (Sec 23.2). | 10 Hours
Project scheduling (See 23.3): Estimation techniques (Sec 23.5), Quality management;
Softwars quality (See 24.1). Reviews and inspections (Sec 14.3). Sollware measursmen
und metrics (Sec 24.4). Software standards (Sec 14.2)

Module 5

Agile Software Development: Coping with Chunge (Sec 2.3), The Agile Manifesto: | 8 Hours
Values and Principles. Agile methods: SCRUM (Ref “The SCRUM Primer, Ver 1.0%)
and Extreme Programming (See 3.3). Plan-driven and agile development (Sec 3.2). Agile
project management (See 3.4), Scaling agile methods (Sec 3.5k

Conrse Outcomes: After studying this course, students will be able o

= Design a seftware system, componens, or process to meet desired needs within realistic
constraints.

# Asgess profisssional and ethical responsibility

# Function on multi-disciplinary teams

s« Use the techniques, skills, and modern engineering tools necessary for engineering practics

«  Analyze, design, implement, verify, validate, irplement, apply, and maintain software
syslems or parts of software systems.

Graduoate Attributes

o Project Management and Finance

» Conduet Investigations of Complex Problems
»  Modern Tool Usage

+ Ethics

\Question paper pattern:

The question paper will have ten questions.

There will be 2 questions from each module.

Each question will have questions covering all the topics under a module.

The students will have to answer § full questions, selecting one full question from each module.

Text Books:

1. Tun Sommerville: Software Engineering, 9th Edition, Pearson Edwcation, 2012,
(Listed topics only from Chapters 12,34, 5,7, 8, 8, 23, and 24)
2. The SCRUM Primer, Ver 2.0, htpsiwww. goodagile, comscrumprimen/scrumprimer 20, pdf

Reference Bools:
I, Roger S Pressman: Software Enginecring-A Practitioners approach, 7th Edition, Tata
MoGraw Hill.
2. Packaj Jalote: An Integrated Approach to Software Engineeting, Wiley India
Wel Reference for cBooks on Aglle:
L hitp:/fagilemanifesto.org/
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MANAGEMENT AND ENTREPRENEURSHIP FOR IT INDUSTRY

|As per Choice Based Credit System (CBCS) scheme]
(Effective from the academic year 2016 -2017)
SEMESTER -V

‘Subject Code | 15C551 IA Marks 20

Number of Lecture Hours/Week 4 Exam Marks 80

_Total Number of Lecture Hours 50 Exam Hours 03
CREDITS - (4

Course objectives: This course will enable students to

= Explain the principles of management, organization and entrepreneur.
* Discuss on planning, staffing, ERP and their importance

+ Infer the importance of intellectual property rights and relate the instifutional support

Muodule -1

Teaching
Hours

Introduction - Meaning, natre and characteristics of management, scope and
Functional arces of management, goals of management, levels of management,
brief overview of evolution of management theories,. Planning- Nature,
importance, types of plans, steps in planning, Organizing- nature and purpose,
types of Organization, Staffing- meaning, process of recruitment and selection

10 Hours

Module — 2

Directing and controlling- meaning and nature of directing, leadership styles,
motivation Theories, Communication- Meaning and importance, Coordination-
meaning and importance, Controlling- meaning, steps in controlling, methods of
establishing contral.

Ly Hours

Module -3

Entrepreneur — meaning of entreprencur, charactenstics of entreprencurs,
classification and types of entrepreneurs, various stages in entrepreneurial
process, role of entrepreneurs in economic development, entrepréencurship in
India and barriers to entrepreneurship. Identification of business opportunities,
market feasibility study, technical feasibility study, financial feasibility study and
social feasibility study,

10 Hours

Module - 4

Preparation of project and ERP - mezning of project, project identification,
project selection, project report, need and significance of project report, contents,
formulation, guidelines by planning commission for project report, Enterprise
Resource Planning: Meaning and Importance- ERP and Functional areas of
Management — Marketing / Sales- Supply Chain Management — Finance and
Accounting — Human Resources — Types of reports and methods of report
generation

10 Hours

Module - 5

Micro and Small Enterprises: Definiion of micro and small enterprises,
characteristics and advantages of micro and small enterprises, steps in establishing
micro and small enterprses, Government of India indusial palicy 2007 on micro and
small enterprises, case study (Microsoft), Case study{Captain G R Gopinath),case
study (N R Narayana Murthy & Infosys), Institutional support: MSME-DI, NSIC,
SIDBI, KIADB, KSSIDC, TECSOK, KSFC, DIC and District level single window
agency, Introduction to IPR.

10 Hours

Course outcomes: The students should be able to:

e Define management, organization, entrepreneur, planning, staffing, ERP and:gutline

L h) Tas
* a1, nstitute of Enginaering & T3

g ™
Principal

jEfes |
1€ 4 5)

it

Manigaiuli - 3/ J L



their importance in entreprensurship
e Utilize the resources available effectively through ERF

Make use of IPRs and institutional support in entreprencurship

Question paper pattern;

The question paper will have TEN quesiions.

There will be TWO questions from each module.

Each question will have questions covering all the topics under a module.

The students will have to answer FIVE full questions, zelecting ONE full question from each
module.

' Text Books:

1.

2.

8

4.

Principles of Management -P. C. Tripathi, P, N. Reddy; Tata McGraw Hill, 4th / 6"
Edition, 2010,

Dynamics of Entrepreneurial Development & Management -Vasant Desai Himalaya
Publishing House.

Entreprenenrship Development -Small Business Enterprises -Peornima M
Charantimath Pearson Education — 2006

Management and Entrepreneurship - Kanishka Bedi- Oxford University Press-2017

Reference Books:

1.

2.
3.

Management Fundamentals -Concepts, Application, Skill Development Robert Lusier
- Thomson.

Entreprencurship Development -5 S Khanka -5 Chand & Co.

Management -Stephen Robbins -Pearson Education /[PHI -17th Edition, 2003
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CRYPTOGRAPHY, NETWORK SECURITY AND CYBER LAW
[As per Choice Based Credit System (CBCS) scheme]
(Effective from the academic year 2016 -2017)

SEMESTER - ¥1
Subject Code 15C561 1A Marks 20
Number of Lecture Hours/Week 4 Exam Marks B0
Total Number of Lecture Hours a0 Exam Hours 03
CREDITS — 04

Course objeetives: This course will enablz students to

= Explain the concepts of Cyber security

¢ Ilustrate key management issues and solutions.

= Familiarize with Cryptography and very essential algorithms
* Introduce cyber Law and ethics to be followed.

Module - 1

Teaching
Hours

Introduction - Cyher Attacks, Defence Strategies and Techniques, Guiding
Principles, Mathematical Background for Cryptography - Module Arithmetic's,
The Greatest Comma Divisor, Useful Algebraic Structures, Chinese Remainder
Theorem, Basics of Cryptography - Preliminaries, Elementary Substitution
Ciphers, Elementary Transport Ciphers, Other Cipher Properties, Secret Key
Cryptography — Product Ciphers, DES Construction.

10 Hours

Module -2

Public Key Cryptography and RSA — RSA Operations, Why Docs RSA Work?,
Performance, Applications, Practical Issues, Public Key Cryptography Standard
(PKCS),  Cryptographic Hash -  Introduction, Properties, Construction,
Applications and Performance, The Birthday Attack, Discrete Logarithm and its
Applications - Introduction, Diffie-Hellman Key Exchange, Other Applications.

10 Hours

Module = 3

Key Management - Introduction, Digital Certificates, Public Kev Infrastructure,
Identity—based Encryption, Authentication=I - One way Authentication, Mutual
Authentication, Dictionary Attacks, Awthentication — 11 - Centalised
Authentication, The Needham-Schroeder Protocol, Kerberos, Biometrics, IPSec-
Security at the Network Layer — Security at Different layers: Pros and Cons,
[PScc in Action, Intemet Key Exchange (IKE) Protocol, Security Poliey and
[PSEC, Virtual Private Networks, Security at the Transport Layer - Introduction,
SSL Handshake Protocol, SSL Record Layer Protocol, OpenSSL.

10 Hours

Module — 4

[EEE B02.11 Wireless LAN Security -  Background, Authentication,
Confidentiality and Integrity, Viruses, Worms, and Other Malware, Firewslls —
Basics, Practical Issues, Intrusion Prevention and Detection - Introduction,
Prevention Versus Detection, Types of Instruction Detection Systems, DDoS
Attacks Prevention/Detection, Web Service Security - Motivation, Technologies
for Web Services, WS- Security, SAML, Other Standards.

10 Hours

Module — 5

IT act aim and objectives, Scope of the act, Major Concepts, Important
provisions, Attribution, acknowledpement, and dispatch of electronic records,
Secure electronic records and secure digital signatures, Regulation of certifying
authorities: Appointment of Controller and Other officers, Digital Signature
certificates, Duties of Subseribers, Penalties and adjudication, The cyber

10 Hours
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[ regulations appellate tribunal, Offences, Network serviee providers not fo be
liable in certain cases, Miscellancous Provisions.

 Course outeomes: The students should be able to:

tcomes: lne S e S . s .
» Discuss cryptography and its need to various applications
» Design and develop simple cryptography algorithms
¢ Understand cyber security and need cyber Law

Question paper pattern:

The question paper will have TEN questions.

There will be TWO questions from each module.

Each question will have guestions covering all the topics under a module.

The students will have to answer FIVE full questions, selecting ONE full question from cach
module.

Text Books:

I. Cryptography, Network Security and Cyber Laws — Bernard Menezes, Cengage
Learning, 2010 edition (Chapters-1,3,4,5,6,7,8,9,10,11,12,13,14,15,19(19.1-
19.5),21(21.1-21.2),22(22.1-22.4).25

Reference Books:

1. Cryptography and Network Security- Behrouz A Forouzan, Debdeep Mukhopadhyay,
Me-GrawHill, 3 Edition, 2015

2. Cryptography and Network Security- William Stallings, Pearson Education, 7"
Edition

3. Cyber Law simplified- Vivek Sood, Me-GrawHill, 1 1% reprint , 2013

4, Cyber security and Cyber Laws, Alfred Basta, Nadine Basta, Mary brown, ravindra
kumar, Cengage leaming
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Y443

o (A1)
INTERNET OF THINGS TECHNOLOGY [As per Choice Based Credit System T7ds-1
(CBCS) scheme] (Effective from the academic year 2016 -2017) SEMESTER - VIII
Subject Code 150581 LA Marks n
Number of Lecture Hours/Week 04 Exam Marks 80
Total Number of Lecture Hours 0 Exam Hours 03
CREDITS - 4

Course Objectives: This course will enahle stadents to

¥ Assess Ihe gencsis and impact 0] 101 applicalions, architeciures i real worid.

|« Tlustrate diverse methods of deploying smart objects and connect them tonetwork, |

s  Compare different Application protocols for [oT.

» Infer the role of Data Analytics and Security in loT.

» Identifysensor technologics for sensing real world entities and understand the role of 10T in

varous domsins of Industry,

Module -1 Teaching

Huours

What is ToT, Genesis of IoT, IoT and Digitization, loT Impect, Convergence of [T and 10 Hours
IoT, loT Challenges, IoT Metwork Architecture and Design, Drivers Behind New
Network Architectures, Comparing IoT Architectures, A Simplified loT Architecture,
The Core IoT Functional Stack, loT Data Management and Compute Stack.

Module - 2

Smart Objecis: The *Things™ in 10T, Sensors, Actuat ors, and Smart Objects, Sensor 10 Hours
Metworks, Connecting Smarl Objects, Communications Criteria, ToT Access
Technologies,

Module - 3

[P a5 the 1oT Metwork Layver, The Business Case ﬁ:rr.IP, The need for Optimization, 10 Hours
Optimizing IP for IoT, Profiles and Compliances, Application Protocols for laT, The
Transport Layer, loT-Application Transpori Methods.

Module — 4

Data and Analytics for [oT, An Introduction to Data Analytics for IoT, Machine 10 Hours
Learning., Big Data Analvtics Tools and Technology, Edge Streaming Analytics,
MNetwork Analytics, Securing loT, A Brief History of OT Security, Common Challenges
in OT Security, How IT and OT Security Practices and Systems Vary, Formal Risk
Analysis Structures: OCTAVE and FAIR, The Phased Application of Security in an
Operational Environment

Module < 5
loT Physical Devices and Endpoints - Arduino UNG: Introduction to Arduino, Arduing | 10 Hours
UMO, Installing the Software, Fundamentals of Arduino Programming. 1aT

Physical Devices and Endpoints - RaspberryPi: Introduction to RaspberryPi, About the
RaspberryFi Board: Hardware Layout, Operating Systems on RaspberryPi, Configuring
RaspberryFi, Programming RaspbernryPi with Python, Wireless Temperature Monitoring
System Using Pi, DS18820 Temperature Sensor, Connecting Raspberry Pi via S5H,
Accessing Temperature from DS1EE2D sensors, Remote access to FaspberryPl, Snan
and Connected Cities, An loT Strategy for Smarter Cities, Smarl City loT Architecture,
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Smart City Security Architecture, Smart City Use-Case Examples,

Course Dutcomes: Afler studying (his course, students will be able to

» Interpret the impact and challenges posed by 10T networks leading to new architectural
maodels.

s Compare and contrast the deplayment of smart objects and the technologies to connect them
to network.

« Appraise the role of IoT protecols for efficient network communication.

e Flaborate the need for Data Analytics and Sccurity in IoT.

o« Tllustrate different sensor technologies for sensing real world entities and identify
the applications of 10T in Industry.

Question paper pattern:

“The question paper will have ten questions.

There will be 2 guestions from each module.

Fach question will have questions covering all the topics under a module.

The smdents will have to answer 5 full questions, selecting one full question from each module,
Text Books: ]

1. David Hanes, Gonzalo Salguciro, Patrick Grossetete, Robert Barton, Jerome Henry,"loT
FMHmenEI;lula: Networking Technologies, Protocols, and Use Cases for the Internet of
Things®, | Fdition, Pearson Education (Cisco Press Indian Reprint). (1SBN:
978-9386873743)

2. Srinivasa K G, “Internet of Things™, CENGAGE Leaning India, 2017

Reference Books:
I, Vijay Modisetti a_riﬂl ArshdeepBahga, "Internet of Things (A Hands -on-

5 =L
Approach)®, 1" Edition, VPT, 2014. (ISBN: 978-8173719547)

3 Rai Kamal, “Internet of Things: Architecture and Design Prinei ples™, 1 Edition,
MeGraw Hill Education, 2017, (ISBN: 978-9352605224)




SOFTWARE ENGINEERING
[As per Choice Based Credit System {CBCS) scheme]
(Effective from the academic vear 2017 -201§)

SEMESTER - IV
Subject Code | TC845 IA Marks 40
Number of Lecture HoursWeek (4 Exum Marks &0
Tatal Number of Lecture Hours 50 (Exam Hours 03
CREDITS — 04
Module 1 Teaching
Hours

Introduction: Scftware Crisis, Need for Software Engineenng. Professional Software | 12 Hours

Development, Software Engineering Ethics. Case Studies.

Roftware Processes: Models: Waterfall Model (Sec 2.1.1), Incremental Model [Sec

2.1,2) and Spiral Model {Sec 2.1.3). Process activities.

Requirements Engineering: Requirements Engineering  Processes  (Chap  4).

Fequirernents  Elicitation and Analysis (Sec 4.5), Functional and non-functionsl

requirements (Sec 4.1). The softwars Requirements Document (Sec 4.2). Requirements

Specification (Sec 4.3). Requirements validation (Scc 4.6). Requirements Management

(Sec 4.7)

Moduale 2

System Models: Context models (Sec 5.1). Interaction models (See 5.2) Structural | 11 Hours

modeks (Sec 5.3}, Behavioral models (Sec 5.4). Model-driven engineering (Sec 5.5).

Design and Implementation: Infroduection to BEUP (Sec 2.4}, Design Principles (Chap

17). Object-oriented design using the UML (See 7.1). Design patterns {Sec 7.2).

Implementation tssues (Sec 7.3). Open source development (See T.4).

Moduale 3

Software Testing: Development testing (Sec 8.1), Test-driven development (Sec 8.2), | 9 Hours

Release testing (Sec §.3), User testing (Sec 8.4). Test Automation (Page no 42, 70,212,

231,444, 695),

Software Evolution: Evolution processes (Sec 9.1). Program evolution dynamics (Sec

9.1). Software maintenance (Sec 9.3). Legacy system manapement (Sec 9.4).

Module 4

Project Planning: Software pricing (Sec 23.1). Plan-driven development (Sec 23.2). | 10 Hours

Project scheduling (Sec 23.3): Estimation technigues (Sec 23.5). Quality management:

Software quality (See 24.1). Reviews and ingpections (See 24.3). Software meagurement

and metrics (Sec 24.4). Software standards (See 24.2)

Module 5

Agile Software Development: Coping with Change (See 2.3), The Agile Manifesto: | 8 Hours

Values and Principles, Agile methods: SCRUM (Ref “The SCRUM Primer, Ver 1.07)

and Extreme Programming (Sec 3.3). Plan-driven and agile development (Sec 3.2). Agile

project management (Sec 3.4), Scaling agile methods (Sec 3.5):

Course Outcomes: After studying this course, students will be able to:

= Design a software system, component, or process to meet desired needs within realistic
consirpints,

*  Assess professional and cthical responsibility

*  Function on multi-disciplinary tearms .

*  Make use of techniques, skills, and modern engineering toals necessary for engincering f
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practce
®  Comprehend software systems or parls of software systems.
Question paper pattern:
The question paper will have ten questions.
There will be 2 questions from each module,
Each question will have questions covering all the topics under 8 module.
The students will have to answer 5 full questions, selecting one full question from each module,
Text Books: B
1. Tan Sommerville: Software Engineering, Oth Edition, Pearson Education, 2012,
(Listed topics only from Chapters 1,234, 5,7, 8, 9,23, and 24)
2. The SCRUM Primer, Ver 2.0, hitp:iwww.goodagile.com/scromprimerfseramprimer 26 pdf
Reference Books:
1. Roger 8, Pressman: Software Engincering-A Practitioness approach, 7th Edition, Tata
MeGraw Hill.
2. Pankaj Jalote: An Integrated Approach to Software Engineering, Wiley India
Weh Reference for eBooks on Agile:
l. hitp:/agilemanifesto.ore’
2. hetp-iferww jamesshore comd Agile-Boak/
Fﬂn[{:g'é!
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[As per Choice Based Credit System (CBCS) scheme]
(Effective from the academic year 2017-2018)
SEMESTER -V

MANAGEMENT AND ENTREPRENEURSHIP FOR IT INDUSTRY

Subject Code 17TC851 LA Marks 40

Number of Lecture I-Inurs."’"ﬂﬁ.-’vgek 4 Exam Marks &0

Total Number of Lecture Hours a0 Exam Hours 03

Module — 1

Teaching
Hours

Introduction - Meaning, nature and characteristics of management, scope and
Functional areas of management, goals of management, levels of management,
brel overview of evolution of management theories, Planming- Nature,
importance, types of plans, steps in planning, Organizing- nature and purpose,
types of Organization, Staffing- meaning, process of recroitment and selection

10 Hours

Module—2

Directing and controlling- meaning and nature of directing, leadership styles,
motivation Theories, Communication- Meaning and importance, Coordination-
mieaning &nd importance, Controlling- meaning, steps in controlling, methods of
establishing control.

| 10 Hours

Module - 3

Entrepreneur — meaning of entreprencur, characteristics of entreprencurs,
classification and types of entreprencurs, various stages in entrepreneurial
process, role of entrepreneurs in cconomic development, entreprencurship in
India and barriers to emtreprencurship, Identification of business opportunities,
market feasibility study, technical feasibility study, financial feasibility study and
social feasibility study.

10 Hours

Module —4

Preparation of project and ERP - meaning of project, project identification,
project selection, project report, need and significance of project report, contents,
formulation, guidelines by planning commission for project report, Enterprise
Resource Planning: Meaning and Importance- ERP and Functional areas of
Management — Marketing / Sales- Supply Chain Management — Finance and
szu.mlting — Human Resources — Types of reports and methods of report
| generation

10 Hours

Module = 5

Micro and Small Enterprises: Definition of micro and small enterprises,
characteristics and advantages of micro and small enterprises, steps in establishing
micro and small enterprises, Government of India indusial pelicy 2007 on micro and
small enterprises, case study (Microsoft), Case study(Captain G R Ciopinath),case
study (N R Narayana Murthy & Infosys), Institutional support: MSME-DI, NSIC,
SIDBI, KIADB, KSSIDC, TECSOK, KSFC, DIC and District level single window
_agency, Introduction to TPR.

I Hours

Course outcomes: The students should be ghle to:

—

their importance in entrepreneurship
* Utilize the resources available effectively through ERP
* Make use of [PRs and institutional support in enirepreneurship

* Define management, organization, entrepreneur, planning, glaffing, ERP and outling

:_Eﬂﬁﬁl}ll paper pattern:

A, Institute o

|
Principal
Enginezring & Fechnology

Mangaiuru - 575 pgg



| The question paper will have TEN questions.
There will be TWO questions from each module,
Each question will have questions covering all the topics under a module.

The students will have to answer FIVE ful] questions, selecting ONE full question from sach
modile.

Text Books:

L. Principles of Management -F. C. Tripathi, P. N, Reddy; Tata McGraw Hill, 4t 7 67
Edition, 2010,

2. Dynamies of Entrepreneurial Development & Management -Vasant Desai Himalaya
Publishing House,

3. Entreprencurship Development -Small Business Enterprises -Poomima M
Charantimath Pearson Education — 2008,

4. ement and Entrepreneurship - Kanishka Bedi- Oxford University Press-2017
Reference Books:
1. Management Fundamentals -Concepis, Application, Skill Development Robert Lusier
— Thomson.

Z. Entrepreneurship Development -8 § Khanka -8 Chand & Co.

3. Management -Stephen Robbins -Pearson Education /PHI =17th Edition, 2003




CRYPFTOGRAFHY, NETWORK SECURITY AND CYBER LAW
|As per Choice Based Credit System (CBCS) scheme|
(Effective from the academic vear 2017 - 2018)

SEMESTER-VI
Subject Code 17CE61 LA Marks 40
MNumber of Lecture Hours/Week 4 Exam Marks &0
Total Number of Lecture Hours | 50 Exam Hours 03
CREDITS — 04
Maodule - 1 Teaching
BT Hours
Introduction - Cyber Attacks, Defence Strategies and Technigques, Guiding | 10 Hours

Principles, Mathematical Background for Cryptography - Modulo Arithmetic's,
The Greatest Comma Divisor, Useful Algebraic Structures, Chinese Remainder
Theorem, Basics of Cryptography - Preliminaries, Elementary Substitution
Ciphers, Elementary Transport Ciphers, Other Cipher Propertics, Secret Key
Cryptography — Product Ciphers, DES Construction.

Module - 2

Public Key Crypiography and RSA — RSA Operations, Why Does RSA Work?,
Performance, Applications, Practical Issues, Public Key Cryptography Standard
(PECS), Cryptographic Hash -  Intreduction, Properties, Construction,
Applications and Performance, The Birthday Attack, Discrete Logarithm and its
Applications - Introduction, Diffie-Hellman Key Exchange, Other Applications.

10 Hours

Module — 3

Key Management - Introduction, Digital Certificates, Public Key Infrastructure,
Identity-based Encryption, Authentication—1 - One way Authentication, Mutual
Authentication, Dictionary Attacks,  Authentication — 11 — Centalized
Authentication, The Needham-Schroeder Protocol, Kerberos, Biometrics, IPSec-
Security at the Network Layer — Security at Different layers: Proz and Cons,
[PSec in Action, Intemet Key Exchange (IKE) Protocol, Security Policy and
IPSEC, Virtual Private Networks, Security at the Transport Layer - Introduction,
S5L Handshake Protocol, SSL Record Layer Protocol, OpenSSL.

10 Hours

Module — 4

IEEE B02.11 Wireless LAN Security -  Background, Authentication,
Confidentiality and Integrity, Viruses, Worms, and Other Malware, Firewalls —
Basics, Practical Issues, Intrusion Prevention and Detection - Introduction,
Prevention Versus Detection, Types of Instruction Detection Systems, DDaS
Attacks Prevention/Detection, Web Service Security — Motivation, Technologies
for Web Services, WS- Security, SAML, Other Standards.

10 Hours

Module — 5

IT act aim and objectives, Scope of the act, Major Concepts, Important
provisions, Attribution, acknowledgement, and dispatch of electronic records,
Secure electronic records and secure digital signatures, Regulation of certifying
authorities: Appointment of Controller and Other officers, Digital Signature
certificates, Dutics of Subscribers, Penaltics and adjudication, The cyber
regulations appellate tribunal, Offences, Network service providers not to be
liable in certain cases, Miscellaneous Provisions,

10 Hours

Course outcomes: The students should be able to:

» Discuss the cryptography and its need to various applications
* Design and Develop simple cryptography algorithms

i
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» Understand the cyber security and need cyber Law

Question paper patiern:

The question paper will have TEN questions.

There will be TWO questions from each module.

Each question will have questions covering all the topics under a module,

The students will have to answer FIVE full questions, selecting ONE full question from each
module.

Text Boolks:

1. Cryptography, Network Security and Cyber Laws — Bernard Menezes, Cengage
Learning, 2010 edition (Chapters-1,3,4,5,6,7,8,9,10,11,12,13,14,15,19{19.1-
19.5,.21(21.1-21.2),22(22,1-22 43,25

Reference Boolks:

l. Cryptography and Network Security- Behrouz A Forouzan, DebdeepMukhopadhyay,
Me-GrawHill, 3 Edition, 2015

2. Cryptography and Network Seccurity- William Stallings, Pearson Education, 7%

Edition

Cyber Law simplified- VivekSood, Mc-GrawHill, 11" reprint , 2013

Cyber security and Cyber Laws, Alfred Basta, Nadine Basta, Mary brown,

.

ravindrakumar, Cengage learning
- #fﬁ%' =

W0, metitute oft Engiftexering & TerHEHSS
_qullulu ¢ i B g



INFORMATION AND NETWORK SECURITY
| As per Choice Based Credit System (CBCS) scheme)
{Effective from the academic vear 2017 - 2018)

SEMESTER - VII
Bubject Code 17CE743 IA Marks 40
Number of Lecture HoursWeek 3 Exam Marks fild
Tatal Number of Lecture Hours 40 Exam Hours 03
CREDITS -03
Maodule — 1 Teaching

Huours

Introduction. How to Speak Crypto. Classic Crypto. Simple Substitution Cipher. | 8 Hours
Cryptanalysis of a Simple Substitution. Definition of Secure. Double
Transposition Cipher, One-time Pad. Project VENONA. Codebook Cipher,
Ciphers of the Election of 1876, Modemn Crypto History, Taxonomy of
Cryptography. Taxonomy of Cryptanalysis.

Module - 2.

What is a Hash Function? The Birthday Problem. Mon-cryptographic Hashes. # Hours
Tiger Hash. HMAC. Uses of Hash Functions. Online Bids. Spam Reduction.
Other Crypto-Relsted Topics, Secret Sharing. Key Escrow. Random Numbers,
Texas Hold 'em Poker. Generating Random Bits. Information Hiding,

Module — 3

Random number generation Providing freshness Fundsmentals of entity | 8 Hours
suthentication Passwords Dynamic password schemes Zero-knowledge
mechanisms Further reading Cryptographic Protocols Protocel basics From
objectives to a protocol Analysing a simple protocol Authentication and key
establishment protocols

Module = 4

Key management fundamentals Key lengths and lifetimes Key generation Key | 8 Hours
establishment Key storage Key usage Governing key manapement Public-Key
Management Certification of public keys The certificate lifecycle Public-key
management models Alternative approaches

Module — 5

Cryptographic Applications Cryptography on the Intemet Cryptography for | 8 Hours
wireless local arca networks Cryptography for mobile telecommunications

Cryptography for secure payment card transactions Cryptography for video

broadeasting Cryptography for identity cards Cryptography for home users

Course outcomes: The students should be able to:

» Analyze the Digitals security lapses
® ustrate the need of key management

Question paper pattern:

The question paper will have ten questions.

There will be 2 questions from each module,

Each question will have questions covering all the topics under a module,

The students will have to answer 5 full questions, selecting one full question from each
module.

Text Books:

1. Information Security: Principles and Practice, 2nd Edition by Mark Stamp Wiley
2, Everyday Cryplography: Fundamental Principles and Applications Keith M. Martin
Oxford Scholarship Online: December 2013 r-

i
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Reference Books:

I. Applied Cryptography Protocols, Algorithms, and Source Code in C by Bruce
Schneier
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INTERNET OF THINGS TECHNOLOGY
[As per Choice Based Credit System (CBCS) scheme|
(Effective from the academic year 2017 - 2008}
SEMESTER — VIII

Subject Code 17CSE1 1A Marks 40

Mumber of Lecture Hours Week 04 Exam Marks (]

Total Number of Lecture Hours 50 Exam Hours 03
CREDITS — 4

Mgdule— 1 Teaching

Hours

What is 10T, Genesis of loT, loT and Digitization, loT Impect, Convergence of IT and | 10 Hours

IoT, IoT Challenges, IoT MNetwoik Architecture and Design, Drivers Behind New

Metwork Architectures, Comparing loT Architecturss, A Simplified 10T Architecture,

The Core IoT Functional Stack, loT Data Menagement and Compute Stack.

Module =2

Smart Ofjects: The “Things™ in l-:ﬂ‘, Sensors, Actuators, and Smart Objects, Sensor | 10 Hours

Nerworks, Connecting Smart  Objects, Communications Criteria, IoT Access

Technologies.

Module —3

[P as the IoT Network Layer, The Business Case for IP, The need for Optimization, | 10 Hours

Optimizing IP for 1oT, Profiles and Compliances, Application Protocols for ToT, The

Transpord Layer, IoT Application Transport Methods.

Module - 4

Data and Anslytics for 10T, An Introduction to, Data ﬁmlﬁﬁ for IoT, Machine | 10 Hours

Leartiing, Big Data Analytics Tools and Technology, Edge Streaming Analytics,

MNetwork Analytics, Securing TaT, A Briel History of OT Security, Common Challenges

in OT Security, How IT and OT Security Practices and Systems Vary, Formal Risk

Analysis Structures: OCTAVE and FAIR, The Phased Application of Security in an

Operational Envirenment

Module — 5

loT Physical Devices and Endpoinis - Arduino UNO: Introduction 1o Arduino, Arduine | 10 Hours

UNC, Installing the Software, Fundamentals of Arduing Progiaminitg, IeT

Physical Devices and Endpoints - RaspberryPi: Introduction to RaspberryPi, About the
RaspberryPi Board: Hardware Layout, Operating Systems on RaspberryPi, Configuring
RaspberryPi, Programming RaspberryPi with Python, Wireless Temperature Monitoring
System Using Pi, DSI8B20 Temperature Sensor, Connecting Raspberry Pi via SSH,
Accessing Temperature from DS18B20 sensors, Remote access to RaspberryPi, Smart
and Connected Cilies, An loT Strategy for Smarter Cities, Smart City ToT Architecture,
Smart City Security Architecture, Smart City Use-Case Examples,

Course Outcomes: After studying this course, students will be able to

* Interpret the impact and challenges posed by IoT networks leading to new architectural

models.
* Compare and contrast the deployment of smart objects and the technologies to conmect them
to network.
i
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Appraige the role of ToT protocols for efficient network communicalion,

Elaborate the nead for Data Analitics and Securnty in IoT.

Nlustrate different sensor technologies for sensing real world entities and identify the
applications of IoT in Industry,

Question paper pattern:

The question paper will have fen questions,

There will be 2 questions from each module.

Each question will have questions covering all the topics under a module.

The students will have to answer 5 full guestions, selecting one full guestion from each moadule.

Text Books:

2

David Hanes, Gonzalo Salpueiro, Patrick Cirossetete, Robert Barton, Jerome Henry,"loT
Fundamentals: Networking Technologies, Protocols, and Use Cases for the Internet of
Things*, 1"Edition, Pearson Education (Cisco Press Indian Reprint), (ISBN: 978-
SIRGRTIT43)

Srinivasa K G, “Internet of Things” CENGAGE Leaning India, 2017

Reference Books:

1.
2,

Vijay Madisetti and ArshdeepBahga, “Internet of Things (A Hands-on-Approach)”,
1“Edition, VPT, 2014, (ISBN: 978-817371954T)

Raj Kamal, “Internet of Things: Architecture and Design Principles™, 1" Edition,
Molraw Hill Education, 2017, (ISBN: 978-9352605224)
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SOFTWARE ENGINEERING
(Effective from the academic vear 2018 -2019)
SEMESTER - 11

| Course Code 1BCS3s CIE Marks 40

Number of Contact Hours/Weelk 3:0:0 SEE Marks &0

Total Number of Contact Hours 4 Exam Hours 03
CREDITS -3

Course Learning Objectives: This course {1808533) will enable students to;
= Outline software engineering principles and activities involved in building large software
programz. Identify ethical and professional issues and explain why they are of concern to software
EHgineeTs.
®  Explain the fundamentals of object oriented concepts
*  Describe the process of requirements gathering, requirements classification, requirements
specification and requirements validation. Differentiate system models, use UML diagrems and
apply design patterns.
= Discuss the distinctions between validation testing and defect testing.
= Recognize the importence of software maintenance and describe the intricacies involved in
software evolution, Apply estimation techniques, schedule project activities and tompute pricing.
* ldentify software quality parameters and quantify software using measurements and metrics, List
software quality standards and outline the practices imvolved, -
Muodule 1 Contact
N Hours
Introduction: Software Crisis, Need for Software Engineering. Professional Software | 08
Development, Software Engineering Ethics. Case Studies.
Software Processes: Models: Waterfall Model (Sec 2.1.1), Incremental Model (Sec 2.1.2)
and Spiral Model (Sec 2.1.3). Process activities.
Requirements Engineering: Requirements Engineering Processes (Chap 4). Requirements
Elicitation and Analysis (Sec 4.5). Functional and non-functional requirements (See 4.1). The
software  Requirements Document (See 4.2). Requirements Specification (Sec 4.3).
Requirements validation (Sec 4.6). Requirements Management (See 4.7).
RET: L1,1.2, 1.3
Maodule 2
What is Object orientation? What is OO development? 0O Themes; Evidence for useiulness | 08
of 0O development; OO modelling history. Modelling as Design technique: Muodelling;
abstraction; The Three models. Introduction, Modelling Concepts and Class Modelling:
What is Object orientation? What is 00 development? 00 Themes; Evidence for usefulness
of 00 development; OO modelling history. Modelling as Design technique: Modelling;
abztraction; The Three models, Class Modzll mg: Object and Class Concept; Link and
associations concepts; Generalization and Inberitance; A sample class model: Navigation of
class models;
Textbook 2: Ch 1,23,
RBT: L1, L2 L3
Module 3
System Models: Context models (Sec 5.1). Interaction models (Sec a.2). Structural models | 08
{Sec 5.3). Behavioral models (Sec 5.4). Model-driven engincering (Sec 5.5).
Design and Implementation: Introduction to RUP (Sec 2.4), Desian Principles (Chap 7).
Object-oriented design using the UML (Sec 7.1). Design pattemns (Sec 7.2). Implementation
issues (Sec 7.3). Open source development (See 7.4).
RBT: L1, L2, L3

I

'
Frlkt;}:lﬂ

L el

ptEngte- -

':'ﬂiﬂ-ummr"-‘"‘“”

g, Tachndteal

i .h.lli m;hh.l'.‘



Maodule 4
Software Testing: Development testing (Sec 8.1), Testdriven development (Sec 8.2), | 08
Release testing (Sec 8.3), User testing (Sec B.4), Test Ampmation (Page no 212).
Software Evolution: Evolution processes (See 9.1). Program evolution dynamics (See 9.2).
Software maintenance (Sec 9.3). Legacy system management (Sec 9.4).
RBT: L1, 12, L3
Module 5
Project Planning: Software pricing (Sec 23.1). Plan-driven development (Sec 23.2). Project | 08
scheduling (See 23.3): Estimation techniques (Sec 23.5). Quality management: Software
quality (Sec 24.1). Reviews and inspections (Sec 24.3), Software measurement and melrics
(Sec 24.4), Software standards (Sec 24.2)
RBT: L1, L1, L3
Course Outcomes: The stedent will be able to

e Design a softwarc sysiem, component, or process to meet desired needs within realistic
constraints.
Assess professional and ethical responsibility
Funetion on multi-disciplinary teams
Use the techniques, skills, and modemn engineering tools necessary for engineering practice
Analyze, design, implement, venty, validate, implement, apply, and maintain software systems of
parts of software systems
| Question Paper Fattern:
The question paper will have ten guestions.
Each full Question consisting of 20 marks
There will be 2 full questions (with & maximum of four sub questions) from each module.
Each full question will have sub questions covering all the topics under & module.
The students will have to answer 5 full questions, selecting one full question from each module.
Texthooks:

I lan Sommerville: Software Enginecring, Mth Editien, Pearson Education, 2012, (Listed topics

puly from Chapters 1,2,3,4, 5, 7, 8, 9, 23, and 24)
3 Michael Blaha, James Rumbaugh: Object Oriented Modelling and Design with UML,2™ Edition,

W & & &

Pearson Education, 2005,
Reference Books:
1. Roger 3. Pressman: Software Engineering-A Practitioners approach, Tth Edition, Tata McGraw
Hil

2. Pankaj Jalote: An Integrated Approach to Sofiware Engineering, Wiley India
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MANAGEMENT AND ENTREPRENEURSHIP FOR IT INDUSTRY
(Effective from the academic year 2018 -201%)

SEMESTER-¥
Coarse Code 1805851 CIE Marks 40
Nomber of Contact Hours/Week 2:2:0 SEE Marks 60
Taotal Mumber of Contact Hours 40} Exam Hours 03
CREDITS - 03

Couorse Learning Objectives: This course (1BC551) will enable students to:

#  [Explain the principles of management, organization and entreprenear.

®  Discuss on planning, staffing, ERP and their importance

[ I_rl._l"_er the imporance of intellectual property rights and relate the institutional supgart
Modale— 1 Contact
Hours
Introdaction = Meaning, nature and characteristics of menagement, scope and Functional | 08
oreas of management, goals of management, levels of management, briel overview of
evolution of management theories,, Planning- Nature, importance, types of plans, steps in
planning, Organizing- nature and parpose, types of Organization, Staffing- meaning,
process of recruitment and selection

gLy rarmL——y

Directing and controlling- meaning and natwre of directing, leadership siyles, motivation s
Thearies, Communication- Meaning and importance, Coordination- meaning and
importance, Contrelling- meaning, steps in controlling, methods of establishing contral,
RBT; L1, L2
Module— 3
Entreprenenr — meamng of enfreprensur, characteristics of entrepreneurs, classification | 08
and types of entrepreneurs, various stages in entrepreneurial process, role of entreprenears
in cconomic development, entreprencurship in India and barriers o entrepreneurship.
Ifentification of business opportunities, market feasibility study, technical feasibility smdy,
financial feasibility study and social feasibility study.

EBT: L1, L2

Module — 4 L

Freparation of project and ERP - meaning of project, project identification, project | 08
selection, project report, nead and significence of project report, confents,

formulation, guidelings by planning commission for project report, Enterprise Resource
Flanning: Meaning and Tmportance- ERF and Functional areas of Monngement —
Marketing / Sales- Supply Chain Management — Finance amsd Accounting — Human
Eesources = Tyvpes of reports and methods of report gencration

RET: L1, L2

Medule - 5

Micro and Small Enterprises: Definition of ricto and small enterprises, charactesistics | 08
and advantoges of micro and small enterprizes, steps in establishing micro and small
enterprises, Govemment of India ndusial policy 2007 on micro and small enterprises, case
study (Microsoft), Case study(Captain G B Gopinath),case study (N R Narayana Murthy &
Infosys), Institutional support: MSME-DI, NSIC, SIDBIL, KIADE, KS3IDC, TECSOK,
| KSFC, DIC and District level single window agency, Introduction to TPR.
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RBT: L1, L2 |
Course outcomes: The students should be able w:

+ Definc management, organization, entreprencur, planning, staffing, ERP and outline their

importance in entreprensurship

#  Wltilize the resources available effectively through ERP

#  Iluke use of IPRs and institubional support in entreprencurship
Qaestion Faper Pattern:

& The question paper will have ten questions.
Each full Questicn consisting of 20 marks
There will be 2 full questions (with a maximum of four sub questions) from each module.
Each full question will have sub questions eovering all the topics under a module.
% The students will have to answer § full questions, selecting one full question from each modula,
Texthooks:

1. Principles of Mansgement -F. C. Tripathi, P, N. Reddy; Tate McGraw Hill, 4th / 6" Edition,
2010.

2. Dynamics of Entreprencurial Development & Management -Vasant Desai Himalaya Publishing
Housze,

3. Entrepreneurship Development -Small Busineas Enterprises -Poomima M Charantimath Peorson
Education — 20086,

4. Management and Entrepréneurship - Konishka Bedi- Oxford University Press-2017

Reference Books:

1. Management Fundamentals -Concepts, Application, Skill Development Robent Lusier =
Thomson,

2. Entrepreneurship Development -8 § Khanka -8 Chand & Co.

3. Management -Stephen Robbing -Pearson Education /PHI -17th Edition, 2003

Pm\(;ir
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CRYPTOGRAPHY
(Effective from the academic year 2018 -2019)
SEMESTER - VII

Course Code 18CST44 CIE Marks

Mumber of Contact Hours/Week E R SEE Marks

22 &

Total Number of Contact Hours 40 Exam Hours |

CREDITS -3

Course Learning Objectives: This course (13C5744) will enable students to;

*  Define cryptography and its principles

Explain Cryptography algorithms

lilustrate Public and Private key cryptography

Explain Key managemenl, distribution and ceritification
Explain authentication protocols

s Tell about [PSec

Module -1 Contact
| —— Honrs
Classical Encryption Techniques Symmetric Cipher Model, Cryptography, Cryptanalysis | 08
and Brute-Force Attack, Substitution Techniques, Caesar Cipher, Moncalphabetic Cipher,
Playfair Cipher, Hill Cipher, Polyalphabetic Cipher, One Time Pad. Block Ciphers and the
data encryption standard: Traditional Block Cipher structure, stream Ciphers and block
Ciphers, Motivation for the feistel Cipher structure, the feistel Cipher, The data encryption
stundard, DES encryption, DES decryption, A DES example, results, the avalanche effect,
the strengih of DES, the use of 56-Bit Keys, the nature of the DES algorithm, timing
attacks, Block cipher design principles, number of rounds, design of function F, key
schedule algorithim
Textbook 1; Ch. 2.1,2.2, Ch. 3
RBT: L1, L2

Module—2

Public-Key Cryptography and RSA: Principles of public-key eryptosystems. Public-key | 08
cryptosystems. Applications for public-key cryptosystems, requirements for public-key
cryptosystems. public-key cryptanalysis. The RSA algorithm, desription of the algorithm,
computational aspects, the security of RSA.

Other Public-Key Cryptosystems: Diffie-hellman key exchange, The algorithm, key
exchange protocols, man in the middle attack, Elgamal Cryptographic systems

Textbook 1: Ch. 9, Ch. 10.1,10.2

RET: L1, L2

Module -3

Elliptic curve arithmetic, abelian groups, efliptic curves over real numbers, elliptic curves | 03
over Zp, elliptic curves overGF(2m), Elliptic curve eryptography, Analog of Diffic-hellman
key exchange, Elliptic curve encryption/ decryption, security of Elliptic curve eryplography,
Pseudorandom number generation based on an asymmetric cipher, PRNG based on ESA.

Key Management and Distribution: Symmetric key distribution using Symmetric
encryption, A key distnbution scenario, Hierarchical key control, session key lifetime, a
transparent key control scheme, Decentralized key control, cotitrolling  key usage,
Symmetric key distribution using asymmetric encryption, simple secret key distribution,
secrel key distribution with confidentiality and authentication, A hybrid scheme, distribution
of public keys, public announcement of public keys, publicly available dircctory,public key

N
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authority, public keys certificates,
Texthook 1: Ch. 10.3-10.5, Ch.14.1 to 14,3
RET: L1, L2

Module — 4

X-509 cestificates. Certificates, X-50% wversion 3, public key infrastructure User | 03
Authentication: Remote user Authentication principles, Mutual Authentication, one
wayAuthentication, remote uwser Authentication using Symmetric emcryption, Mutual
Authentication, one way Authentication, Kerberos, Motivation , Kerberos version 4,
Kerberos version 5, Remote user Authentication using Asymmetric encryption, Mutual
Authentication, one way Authentication. Electronie Mail Security: Pretty good privacy,
hotation, operational; description, S/MIME, RFCS5322, Multipurpose internet mail
extensions, S/MIME functionality, SMIME messages, SMIME certificate processing,
enhanced security services, Domain keys identified mail, intemet mail architecture, E-Mail
threats, DEKIM strategy, DEIM functional flow.

Textbook 1: Ch. 14.4, Ch. 15.1 to 154, Ch.19

RBT: L1, L2

Muodule — 5

I:.splﬂetnﬂty: [P Security overview, applications of LF'Em bemefitz of [Peec, Rnulingilﬂﬂ
ications, [Psec documents, IPsec services, transport and tunnel modes, IP Security policy,
Securily associations, Security sssociations database, Seourity policy database, 1P traffic
processing, Encapsulating Secunty payload, ESP format, encryption and authenticstion
algorithms, Padding, Anti replay service

 Transport and tunnel modes, combining security associations, suthentication plus
confidentiality, basic combinations of security associations, internet key exchange, key
determinations protocol, header and payload formats, cryptographic suits,

Textbook 1: Ch. 20.1 to 20.3

RET: L1, L2

Course outeomes: The students should be able to:

Deline cryptography and ils principles

Explain Cryptography algorithms

Mlustrate Public and Private key cryptography

Bxplain Key management, distribution and ceritification
Explain authentication protocols

s Tell about [PSec

Question paper pattern:
*  The question paper will have ten guestions.
®  There will be 2 questions from each module.
* Each gquestion will have questions covering all the topics under a module.
* _ The students will have to answer 5 full questions, selecting one full question from each module,

Text Books:

I. William Stallings: Cryplography and Network S¢curity, Pearson 6 edition,

Reference Books:

|. VK Pachghare: Cryplography and Information Security, PHI 2™ Edition,

3
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[ INTERNET OF THINGS

from D% | 8B20 sensors, Remode access (o RaspherryPa, Smart and Connected Cities, An loT

{Effective from the academic year 2018 -2019)
. SEMESTER — VIII
| Course Code 18CS81 CIE Marks 40
Number of Contact HoursWeek 3:0:0 SEE Marks Bl
| Total Number of Contact Hours 40 Exam Hours 03
E CREDITS -3
Course Learning Objectives: This course | 18CSE1L) will enable students to:
» Asscss the genesis and impact of IoT applications, architectures in real world.
e [llustrate diverse methods of deploying smart objects and connect them to network.
s Compare different Application protocols for loT.
« Infer the role of Data Analytics and Security in IoT.
s Identifysensor technologics for sensing real world entities and understand the role of 10T in
varicus domains of Industry.
Module 1 Contact
Hours
What 1% 10T, Genesis of 1oT, loT and Digitization, loT Impact, Convergence of IT and [oT, | 08
IoT Challenges, IoT Network Architecture and Design, Drivers Behind New Network
Architectures, Comparing IoT Architectures, A Simplified IoT Architectuse, The Clore InT
Funetional Stack, ToT Data Management and Compute Stack.
Textbook 1: Ch.1,2
RBT: L1, L2, L3
Maodule 2
Smart Objects The “Things” in IToT, Sensors, Actualors, and Smart Objects, Sensor i3
Metworks, Connecting Smart Objects, Communications Criteria, InT Access Technologies.
Texthook 13 Cha, 4
RBT: L1,01.2, 1.3
Module 3
IF as the loT MNetwork Layer, The Business Case for 1P, The need for Optimization, 04
Optimizing [P for 10T, Profiles and Compliances, Application Protocols for loT, The
Transport Layer, ToT Application Transport Methods,
Texibook 1: Ch.5, 6
RBT: L1, L2, L3
Module 4
Data and Analytics for 10T, An Introduction to Data Analytics for 16T, Machine Leamning, | 08
Big Data Analytics Tools and Technology, Edge Streaming Analytics, Metwork Analytics,
Securing IoT, A Brief History of OT Security, Common Challenges in OT Secanty, How IT
and OT Security Practices and Systems Vary, Formal Risk Analysis Structures: OCTAVE
and FATR, The Phased Application of Security in an Operational Environment
Texthook 1: Ch.7, 8
RBT: L1, L1, 13
Modube 5
ToT Physical Devices and Endpoints - Arduing UNGQ:  Introduction to Arduino, Arduino | 08
N0, Installing the Software, Fundamentals of Arduino Programming. [oT Physical
Devices and Endpoints - RaspberryPi: Intreduction Lo RaspberryPi, About the RaspherryPi
Bogrd: Hardware Layout, Operating Systems on RaspberryPi, Configuring RaspherryPi,
Programming RaspberryPi with Python, Wircless Temperature Monitoring System Using Pi,
DS 18820 Temperature Sensor, Connecting Raspberry Pi via 85H, Accessing Temperamure
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Sirategy Tor Smarter Cities, Smart City loT Architecture, Smart City Security Architecture, =
Smart City Use-Cnse Examples.

Textbook 13 Ch.12

Textbook 2: Ch.7.1 ta 7.4, Ch.d.1 1o B4, 5.0
RET: L1, L1, L3

Conrse Outeomes: The student will be able to ;

= Interpret the impact and challenges posed by [oT networks leading to new architectural models.

« Cpmpare and contrast the deployment of smart objects and the technelogies 1o connect them 10
network.

«  Appraise the role of IoT protocols for efficient network communication.

«  FElaborate the need for Data Analytics and Security in loT.
Tiusizate different sensor technologies for sensing real world entities and identify the applications
of IoT in Industry.

Question Paper Pattern;

The question paper will have ten guestions,

Each full Question consisting of 20 marks

There will be 2 full questions (with & maximum of four sub questions) from each meaxdule.

Each full question will have sub questions covering all the topies under i module.

e  The students will have to answer 5 full questions, selecting one full question from each modale.

Texthooks:

1. Dawid Hanes, Gonzale Salgueiro, Patnck Grossctets, Roberi Barton, Jerome Henry," LoT
Fundamentals: Networking Technologies, Protocols, and Use Cases for the Internet of
Things®, 1"Edition, Pearson Education (Cisco Press Indian Reprint). (ISBN: OTE-93R6RTITA3)

9. Grinivasa K G, “Internet of Things™,CENGAGE Leaning India, 2017

Belerence Bools:

. WVijay Madisetti and ArshdeepBahga, “Internet of Things (A Hands-on-Approach)”, 1"Edition,
VPT, 2014. (ISBN: 978-8173719547)

2, Raj Kamal, “Internet of Things: Architeclure and Design Principles”, 1" Edition, McGraw
Hill Education, 2017. (ISBN: 978-9352605224)

Mandatory Note:

Distribution of CIE Marks is a follows {Total 40 Marks):
e 20 Marks through 1A Tests
s 20 Marks through practical assessment

Maintain a copy of the report for verification during LIC visit.

Posssible list of practicals:

Transmit a siring using UART

Point-to-Point communication of two Motes over the radio frequency.

Multi-point to single point commumication of Motes over the radio frequency, LAN {Sub-
netting).

12C protocel study

Rending Temperature and Relative Humidity value from the sensor

e
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