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SOFTWARE ENGINEERING
|As per Choice Based Credit System (CBECS) scheme]
(Effective from the academic year 1016 -2017)

SEMESTER — IV
Subject Code 15C5432 L& Marks 20
Mumber of Lacture HoursWeak 04 Exam Marks B
Total Mumber of Lecture Hours 0 Exam Hours 03
CREDITS - 04

Course objectives: This course will enable stndents to

»  Qutline software engineering principles and activities invelved in building large sofiware
PrisgErams.
«  [dentify ethical and professional issues and explain why they are of concern to software
enginesss,
s Describe the process of requirements gathering, requirements classification, requirements
specification and requirements velidation.
s  Differentiate system models, uge UML disgrams and apply design patierns.
# Discuss the distinctions between validation testing and defect testing.
*  Recognize the importance of software maintenance and describe the intdcacies involved in
software evolution.
s Apply estimation techniques, schedule project nctivities and compute pricing.
#  Tdentify softeare quality parameters and quantify software using messurements and metrics.
o List software quality standards and outline the practices involved.
» Recognize the necd for agile software development, describe agile methods, apply agile
practices and pian for agility,
Module 1 Teaching
Hours
[ Introduction: Software Crisis, Need for Software Engineering. Professional Software | 12 Hours
Dievelopment, Software Engineering Ethics. Case Studses.
Software Processes: Modelss Waterfall Model (Sec 2.1.1), Incremental Model (Sec
1.1.2) and Spiral Model (Sec 2.1.3). Process activities,
Requirements Engineering: Requiraments Engineering Processes (Chap 4).
Reguirements  Elicitation and  Analysis (Sec 4.5). Functiopal and non-Tunctional
requirements (Sec 4.1), The software Requirements Document (Sec 4.2), Requirements
Specification (Sec 4.3). Requiremnents validation {Sec 4.6). Requirements Management
(Scc 4.7).
Muodule 2
Svstem Models: Context models (See 5.1), Intergetion models (See 5.2). Structural | 11 Hours
models (Se¢ 5.3), Bebavioral medels (Sec 5.4), Model-driven engineering (Sec 5.5).
Design and Implementation: Infroduction to RUP (Sec 2.4), Design Principles (Chap
17). Object-oriented design wsing the UML (See 7.1). Design patterns (Sec 7.1)
Implementation issues (Sec 7.3). Open source development (Sec 7.4).
Muodule 3
Software Testing: Development testing (See 8.1), Test-driven development (Sec 8.2), | 9 Hours
Release testing (Sec 8.3), User testing (Sec 8.4). Test Automation (Page no 42, 70,212,
231,444,695).
Software Evolution: Evolution processes (See 9.1). Program evolution dynamics (Sce
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[9.2). Software maintenance (Sec 9.3). Legacy system management (Sec 9.4).

Modole 4

Project Planning: Software pricing (Sec 13.1). Plan-driven development (Sec 23.2).
Projest scheduling (Sec 23.3): Estimation techniques (Sec 23.5). Quality management:
Software quality (See 24.1). Reviews and inspections (See 24.3). Seftware nmeasuremet
and metrics (See 24.4). Software standards (Sec 24.1)

10 Hours

 Module 5

Agile Software Development: Coping with Change (Sec 2.3), The Agile Manifesto:
WValues and Principles. Agile methods: SCRUM (Rel “The SCRUM Primer, Ver 2.07)
and Fxtreme Programming (See 3,3). Plan-driven and agile development (Sec 3.2). Agile
project management (See 3.4), Scaling agile methods {Sec 3.5):

8 Hours

Course Ounteomes: After studying this course, students will be able to:

constraints.
= Assess professional and ethical responsibility
» Function on multi-disciplinary teams

systems or pans of software sysicms.

& Designoa software system, component, o process to meet desired needs within realistic

s Use the technigues, skills, and modern engineering tools necessary for engineering practice
= Analyze, design, implement, verify, validate, implerment, apply, and maintain software

Graduate Attributes

* Project Management and Finance

Conduct Investigations of Complex Problems
¢ MModem Tool Usage

s Ethics

Cuestion paper pattern:

The question paper will have ten questions.
There will be 2 questions from each module.
Each question will have questions covering all the topics under a module,

The smdents will have to answer 5 full gquestions, selecting one full question from cach module.

Text Books:

1. Ian Sommerville: Softwere Engineering, $th Edition, Pearson Education, 2012
{Listed topics enly from Chapters 1,2,3.4, 5, 7, 8, 9, 23, and 24)

2, The SCRUM Primer, Ver 2.0, bttpz/www. goodagile com/scrumprimer/serumprimer20. pdf

Reference Books:

MecGraw Hill.
2. Pankaj Jalote: An Integrated Approach to Software Engineering, Wiley India

1. Roger 5. Pressmun: Software Engineering-A Practitioners approach, Tth Edition, Tata

Web Reference for eBooks on Agile:

L hl:tg;,nj,n_'agﬂgmﬁnlfﬁm.urgﬂ
2. httpy/fwww lamesshore.com/Agile-Bogk/




MANAGEMENT AND ENTREPRENEURSHIP FOR 1T INDUSTRY
|As per Cholce Based Credit System {CBCS) scheme|
{Effective from the academic year 2016 -2017)

SEMESTER - ¥
Subject Code 1 5CE51 1A Markf- 20
Mumber of Lecture Hours/Weck 4 Exam Marks &
Total Number of Lacture Hours 0 Exam Hours 03
CREDITS - 04

Course objectives: This course will enable students to

s Explain the principles of management, organization and entreprensur.

= Discuss on planning, staffing, ERP and their importance

& Infer the importance of intellectual property rights and relate the institational support
Module -1 Teaching
Hours
Introduction - Meaning, nature and characteristics of management, scope and | 10 Hours
Functional areas of management, goals of management, levels of management,
brief overview of evolution of management theories, Planning- Nature,
importance, types of plans, steps in planning, Organizing- natre and purpose,
types of Organization, Staffing- meaning, process of recruitment and selection
Module - 2 -
Directing and controlling- meaning and nature of directing, leadesship styles, 10 Hours
motivation Theories, Communication- Meaning and importance, Coordination-
metning and importance, Controlling- meaning, steps in controlling, methods of
establishing control.
Module - 3
Entrepreneur — meaning of entreprencur, characteristics of entreprenewrs, | 10 Hours
classification and fypes of enireprencurs, varicus stages in entrepreneurial
process, role of entrépreneurs in economic development, entrepreneurship in
India and barriers to entreprensurship. Identification of business opportunities,
market feasibility study, technical feasibility study, financial feasibility study and
social feasibility study.
Module — 4
Preparation of project and ERP - meaning of project, project identification, | 10 Hours
project selection, project report, need and significance of project report, contents,
formulation, guidelines by planning commission for project report, Enterprise
Resource Planning: Meaning and Importance- ERP and Functional areas of
Management — Marketing / Sales- Supply Chain Management — Finance and
Accounting — Human Resources — Types of reports and methods of report
| generation
Module = 5
Micro and Small Enterprises: Definition of micro and small enterprises, | 10 Hours
charscteristics and advantages of micro and small enterprises, steps in establishing
micro and small enterprises, Government of India indusial policy 2007 on micro and
small enterprises, case smudy (Microsoft), Case study(Captain G R Gopinath),case
study (N R MNarayana Murthy & Infosys), Institutional support: MSME-DI, NSIC,
SIDBI, KIADB, KSSIDC, TECSOK, KSFC, DIC and District level single window
| agency, Introduction to IPR.
Course outcomes: The students should be able to:

» Diefine management, organizalion, entrepreneur, planning, staffing, ERP and outling
% |
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their importence in entrepreneurship
e Ultilize the resources available effectively through ERP
« Make use of IPRs and institutional support in entreprencurship

Question paper patiern:

The guestion paper will have TEN questions.

There will be TWO questions from each module.

Each question will have questions covering all the topics under a module.

The students will have to answer FIVE full questions, selecting ONE full question from each
maodule.

Text Books:

1. Principles of Management -F, C. Tripathi, P. N, Reddy; Tata MeGraw Hill, 4th 6"
Edition, 2010,

2, Dynamics of Entrepreneurial Development & Management -Vasant Desal Himalaya
Publishing House.

3. Entreprencurship Development -Small Business Enterprises -Poomnima M
Charantimath Pearson Education — 2006.

4. Management and Entrepreneurship - Kanishka Bedi- Oxford University Press-2017

REfI!;‘I.':m:E Boolks:

1. Management Fundamentals -Concepts, Application, Skill Development Robert Lusier
~ Thomson.

2. Entrepreneurship Development -5 5 Khanka -5 Chand & Co.

3. Management -Stephen Robbins -Pearson Education /PHI -17th Edition, 2003




SOFTWARE ENGINEERING

~ SEMESTER -1V

|As per Choice Based Credit System (CBCS) scheme]
(Effective from the academic year 2007 -2018)

Subject Code

1TC545

T4 Marks

40

Number of Lecture HoursWeek

4

Exam Marks

ol

Total Mumber of Lecture Hours

50

Exarm Howrs

03

CREDITS - 04

Modnle 1

Teaching

Huours

Introduction: Software Crisis, Need for Software Enginecring, Professional Software
Development, Software Engineering Ethics, Case Studies.

Software Processes: Models: Waterfall Model (See 2.1.1), Incremental Model (See
2.1.2) and Spiral Model (Sec 2.1.3). Process activitics.

Requirements Engineering: Requirements Engineering  Processes (Chap  4).
Reguirements Elicitation and Analysizs (See 4.5). Functional and non-functional
requirernents (See 4.1). The software Requirements Document {Sec 4.2). Requirements
Specification (See 4.3). Requircments validation (Sec 4.6). Requirements Management
(Sec 4.7).

12 Hours

Module 2

System Models: Context models (See 5.1). Interaction models (Sec 5.2). Structural
models (See 5.3). Behavioral models (Sec 5.4). Model-driven engineering (See 5.5).
Design and Implementation: Introduction to RUP (Sec 2.4), Design Principles {Chap
17). Object-oriented design using the UML (Sec T.1). Design patterns (Sec 7.2).
Implementation issues (See 7.3). Open source development (Sec 7.4).

11 Hours

Module 3

 Software Testing: Development esting (Sec 8.1), Tesi-driven development (Sec 8.2),
Release testing (See 8.3), User testing (Sec 8.4). Test Automation (Page no 42, 70,212,
231,444,695).

Software Evolution: Evolution processes (Sec 9.1). Program evolulion dynamics (Sec
9.2). Software maintenance (Sec 9.3). Legacy system management (Sec 9.4).

G Hours

Module 4

Project Planning: Software pricing (Sec 23.1). Plan-driven development (Sec 23.2).
Project scheduling (See 23.3): Estimation techniques (Sec 23.5), Quality management:
Software quality (Sec 24.1). Reviews and inspections (See 24.3). Software measurement
and metrics (Sec 24.4). Software standards (Sec 14.2)

10 Howrs

Muodule 5

Agpile Software Development: Coping with Change (Sec 2.3), The Agile Manifesto:
Valuees and Principles. Agile methods; SCRUM (Ref “The SCRUM Primer, Yer 2.07)
and Extreme Programming (Sec 3.3). Plan-driven and agile development (Sec 3.2). Agile
project management (See 3.4), Scaling agile methods (Sec 3.5):

# Hours

Counrse Outeomes: After studving this course, students will be able fo;

CONSITaints.
#  Assess professional and ethical responsibility
s  TFunction on multi-disciplinary teams

= Design a software system, component, or process to meet desired needs within realistic

a  Make use of techniques, skills, and modern engineering tools necessary for engineering
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practice
« Comprehend software systems or parts of software systems.
Question paper pattern:
The question paper will have ten guestions,
There will be 2 questions from each medule.
Each question will have questions covering all the topics under & module,
The students will have to answer 3 full questions, selecting one full question from each module.
Text Books:
1. Tan Sommerville: Software Engineering, Sth Edition, Pearson Education, 2012,
(Listed topics only from Chapters 1,234, 5,7, 8,9, 23, and 24)
2. The SCRUM Primer, Ver 2.0, hgg:-'a’wuy,g;m!._uglhn_nmmmLunp:imnn"s:rummimﬁ?.ﬂ,nﬂf
Reference Books: -
1. Roger 8. Pressman: Software Engineering-A Practitioners approach, 7th Edition, Tata
MeGraw IGIL
2. Penkaj Jalote: An Integrated Approach to Software Enginearing, Wiley India
Web Reference for eBooks on Agile:

. hitp:Vagilemanifesto.org/
l 2. hitp:fwenw jumesshore com/ A gile-Book!
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[As per Choice Based Credit System (CBCS) scheme]
(Effective from the academic year 2017 - 2018)

MANAGEMENT AND ENTREPRENEURSHIP FOR IT INDUSTRY

controlling- meaning and nature of directing, leadership styles, motivation
theories. Controlling- meaning, steps in controlling, methods of esteblishing
control, Communication- Meaning and importance, Coordination- meaning and

importance

SEMESTER - ¥

Subject Code 17C851 1A Marks 40

Mumber of Lecture Hours/Week i Exam Marks &l

Total Number of Lecture Hours 50 Exam Hours 03

CREDITS — 04
Module - 1 Teaching
i Hours

Introduction — Meaning, nature and characteristics of management, scope and | 10 Hours

functional areas of management, goals of management, levels of management,

brief overview of evolution of management. Planning- Nature, importance, types

of plans, steps in planning, Organizing- nature and purpose, types of
| organization.

Maodule — 2

Staffing- meaning, process of recruitment and selection. Directing and | 10 Hours

Module - 3

Entrepreneur — meaning of entreprencur, types of entrepreneurship, stages of
entreprencurial process, role of entreprencurs in cconomic  development,
entrepreneurship in India, barriers to entreprencurship. Identification of business
opportunities- market feasibility study, technical feasibility stady, financial
feasibility study and social feasibility study.

10 Hours

Module — 4

Preparation of project and ERF - meaning of project, project identification,
project selection, project report, need and significance of report, contents,
formulation, guidelines by planning commission for project report  Enterprise
Resource Planning: Meaning and Importance- ERP and Functional areas of
Management — Marketing / Sales- Supply Chain Management — Finance and
Accounting — Human Resources — Types of reports and methods of report
generation

10 Hours

Module - £

Micro and Small Enterprises: Definition of micro and small entesprises,
charactetistics and advantages of micro and small enterprises, steps in establishing
micro and small enterprises, Government of India indusial policy 2007 on micro and
small enterprises, case study (Microsoft), Case study(Captain G R Gopinath),case
study (N R Narayana Murthy & Infosys), Institutional support: MSME-DI, N5IC,
SIDBIL, KIADB, KSSIDC, TECSOK, KSFC, DIC and District level single window
| agency, Introduction to [PR.

10 Hours

Course outeomes: The students should be able to:

their importance in entrepreneurship
» Urilize the resources available effectively through ERP
= Make use of IPRs and institutional support in entrepreneurship

+ Define management, organization, entreprencur, planning, staffing, ERF and outline

(Question paper pattern:
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The question paper will have TEN questions,
There will be TWO questions from each module,

Each g

The students will have to answer FIVE full questions, selecting ONE full question from each
module.

pestion will have questions covering all the topics under a module.

Text Books:

1.
x
3.
4

Principles of Management -P, C. Tripathi, P. N. Reddy; Tata McGraw Hill, 4th /6° |
Edition, 2010,

Dynamics of Entrepreneurial Developrment & Management -Vasant Desail Himalaya
Publishing House.

Entreprencurship Development -Small Business Enterprises -Poomima M
Charantimath Pearson Eduvcation — 2006.

Management and Enterpreneurship- Kanishka Bedi- Oxford University Press-2017

Refere

nce Books:

2.
3

. Management -Stephen Robbins -Pearson Education /PHI -17th Edition, 2003

Management Fundamentals -Concepts, Application, Skill Development Robert Lusier
— Thomson.

Entrepreneurship Development -8 § Khanka -8 Chand & Co.




CRYPTOGRAPHY, NETWORK SECURITY AND CYBER LAW
|As per Choice Based Credit System (CBCS) scheme|
(Effective from the academic year 2017 - 2018)
SEMESTER - VI

Subject Code 1T7CS61 1A Marks 40
MNumber of Lecture Hours/Week 4 Exam Marks a0
Total Number of Lecture Hours S0 Exam Hours 03
CREDITS - 4
Module -1 Teaching
Hours

Introduction - Cyber Attacks, Defence Strategies and Techmigues, Guiding | 10 Hours
Principles, Mathematical Background for Cryptography - Modulo Arithmetic’s,
The Greatest Comma Divisor, Useful Alpebraic Structures, Chinese Remainder
Theorem, Basics of Cryptography - Preliminarvies, Elementary Substitution
Ciphers, Elementary Transport Ciphers, Other Cipher Properties, Secret Key
Cryptography — Product Ciphers, DES Construction,

Module - 2

Public Koy Cryptography and RSA — RSA Operations, Why Does RSA Work?, | 10 Hours
Performance, Applications, Practical Issues, Public Key Cryptography Standard
(PECS), Cryptographic Hash -  Introduction, Properties, Construction,
Applications and Performance, The Birthday Attack, Discrete Logarithm and its
Applications - Introduction, Diffie-Hellman Key Exchange, Other Applications.

Module — 3

Key Management - Introduction, Digital Certilicates, Public Key Infrastructure, | 10 Hours
Identity—based Encryption, Authentication-1 - One way Authentication, Mutual
Authentication, Dictionary Attacks,  Authentication — I[I - Centalised
Authentication, The Needham-Schroeder Protocol, Kerberos, Biometrics, [PSec-
Security at the Network Layer — Security at Different layers: Pros and Cons,
IPSec in Action, Internet Key Exchange (IKE) Protocol, Security Policy and
IPSEC, Virtual Private Networks, Security at the Transport Layer - Introduction,
SSL Handshake Protocol, S5L Record Layer Protocol, OpenSSL.

Module - 4

IEEE 802.11 Wireless LAN Security -  Backpround, Authentication, | 10 Hours
Confidentinlity and Integrity, Viruses, Worms, and Other Malware, Firewalls -
Basics, Practical lssues, Intrusion Prevention and Detection -  Introduction,
Prevention Versus Detection, Tvpes of Instruction Detection Systems, DDoS
Attacks Prevention/Detection, Web Service Security — Motivation, Technologies
for Web Services, WS- Security, SAML, Other Standards.

Module — 5

IT et aim and objectives, Scope of the act, Major Concepts, Important | 10 Hours
provisions, Attribution, acknowledgement, and dispatch of electronic records,
Secure electronic records and secure digital signatures, Regulation of certifying
authorities; Appointment of Controller and Other officers, Digital Signature
certificates, Duties of Subseribers, Penalties and adjudication, The ecyber
regulations appellate tribunal, Offences, Metwork service providers not to be
liable in certain cases, Miscellancous Provisions.

Course outcomes: The students should be able ta:

» Discuss cryptography and its need to various applications
» Design and develop simple cryptography algorithms

-Ll' .
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® Understand cyber security and nesd cyber Law

Question paper patiern:

The question paper will have TEN questions.

There will be TWO questions from each module,

Each question will have questions covering all the topics under a module.

The students will have to answer FIVE full questions, selecting ONE full question from each
module.

Text Books:

1. Cryptography, Network Security and Cyber Laws — Bernard Menezes, Cengage
Learning, 2010 edition (Chapters-1,3,4,5,6,7,8,9,10,11,12,13,14,15,19(19.1-
19.5),21(21.1-21.2),23(22.1-22.4),25

_Reference Books:

I. Crypiography and Network Security- Behrouz A Forouzan, DebdeepMukhopadhyay,
Me-GrawHill, 3™ Edition, 2015

2. Cryptography and Network Security- William Stallings, Pearson Education, 7®

Edition

Cyber Law simplified- VivekSood, Mc-GrawHill, 11™ reprint , 2013

Cyber security and Cyber Laws, Alfred Basta, Nadine Basta, Mary brown,

ravindrakumar, Cengage leaming
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INFORMATION AND NETWORK SECURITY
|As per Choice Based Credit System (CBCS) scheme|
{Lffective from the academic year 2017 - 2018)

SEMESTER - V1I o
Subject Code 17C8743 TA Marks il
Number of Lecture Hours/Week 3 Exam Marks bl
Taotal Mumber of Lecture Hours 40 Exam Hours 03
CREDITS - 03
Module -1 Teaching

Hours
Introduction. How to Speak Crypto. Classic Crypto. Simple Sobstitution Cipher. | 8 Hours
Cryptanalysis of a Simple Substitution. Definition of Secure. Double
Transposition Cipher. One-time Pad, Project VENONA. Codebook Cipher,
Ciphers of the Election of 1876, Modern Crypte History., Taxonomy of
Cryptography. Taxonomy of Cryplanalysis.

Module - 2.
What iz a Hash Function? The Birthday Problem, Mon-cryptographic Hashes, 8 Hours
Tiger Hash, HMAC. Uses of Hagh Functions. Online Bids. Spam Reduction.
Other Crypto-Related Topics. Secret Sharing. Key Escrow. Random Numbers.
Texas Hold 'em Poker. Generating Random Bits, Information Hiding,
Module -3
Random mnumber peneration Providing freshness Fundamentals of entity | B Hours
authentication Passwords Dynamic password schemes Zero-knowledge
mechanisms Further reading Cryptographic Protocols Protocol basics From
objectives to a protocol Analysing a simple protocol Authentication and key
establishment protocols
Module - 4
Key management fundamentals Key lengths and lifetimes Key generation Key | 8 Hours
establishment Key storage Key usape Governing key management Public-Eey
Management Certification of public keys The certificate lifecycle Public-key
management models Allemnative approaches
Module - 5
Cryptographic  Applications Cryptography on the Internet Cryptography for | 8 Hours
wireless local area networks Cryptography for mobile telecommunications
Cryptography for secure payinent card transactions Cryptography for video
broadcasting Cryptography for identity cards Cryptography for home users
Course outcomes: The students should be able to:

s Analyze the Digitals security lapses

# Illustrate the need of key management
Question paper pattern:
The question paper will have ten questions.
There will be 2 questions from each module.
Each question will have questions covering all the topics under a module.
The students will have to answer 5 full guestions, selecting one full question from each
miodule.

Text Books:

1. Information Security: Principles and Practice, 2nd Edition by Mark Stamp Wilay
2. Everyday Cryptography: Fundamental Principles and Applications Keith M. Martin
Oxford Scholarship Onling: December 2013 -
%]
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Reference Books:

1. Applied Cryptography Protocols, Algorithms, and Source Code in C by Bruce
Schneier

l"rlnrflli:l-ﬁ{

F"" vz, »Azpeing & TechnoloDy
¥ inEthiyte o T ER
). \ns ma_ng.:'.ulu-'li'f'““



INTERNET OF THINGS TECHNOLOGY
{As per Choice Based Credit System (CBCS) scheme|
(Effective from the scademic year 2017 - 2018)
SEMESTER - VIII

Subject Code 17CS81 IA Marks 40

Mumber of Lecture Hours Week 04 “Exam Marks 60

Total NMumber of Lecture Hours S0 Exam Hours 03
CREDITS - (M4

Module -1 Teaching

Hours

Whal is [oT, Genesis of IoT, IoT and Digitization, loT Impact, Convergence of IT and | 10 Hours

IoT, IoT Challenges, 1oT Metwork Architecture and Design, Drivers Behind New

Metwork Architectures, Comparing loT Architectures, A Simplified 10T Architecture,

The Core loT Functional Stack, IoT Data Management and Compute Stack,

Moduale — 2

Smarl Objects: The “Things™ in ToT, Sensors, Actuators, and Smart Objects, Sensor | 10 Hours

Networks, Connecting Smart Objects, Communications Criteria, loT Access

Technologies,

Muodube — 3

[P s the IoT Metwork Layer, The Business Case for IP, The need for Optimization, | 10 Hours

Optimizing 1P for IoT, Profiles and Compliances, Application Protocols for IoT, The

Transport Layer, 1oT Application Transpor Methods,

Module — 4

Data and Analytics for ToT, An Introdoction to Data Analytics for ToT, Machine | 10 Hours

Leaming, Big Data Analytics Tools and Technology, Edge Streaming  Analytics,

Network Analytics, Secaring IoT, A Brief History of OT Security, Common Challenges

in OT Security, How IT and OT Security Practices and Systems Vary, Formal Risk

Analysis Structures: OCTAVE and FAIR, The Phased Application of Security in an

Operational Environment

Module - 8

IoT Physical Devices and Endpeints - Arduino UNO: Introduction to Arduino, Arduing | 10 Hours

UNO, Installing the Sofrware, Fundamentals of Arduing Programming, IaT

Physical Devices and Endpoints - RaspberryPi: Introduction to RaspberryPi, About the
Raspberryli Board: Hardware Layout, Operating Systems on RaspbernyPi, Configuring
RaspberryPi, Programming RaspberryPi with Python, Wircless Temperature Monitoring
System Using Pi, DS18B20 Temperature Sensor, Connecting Raspberry Pi via 55H,
Accessing Temperature from DS18B20 sensors, Remote access to RaspberryPi, Smart
and Connected Cities, An IoT Strategy for Smarter Cities, Smart City loT Architecture,
Smart City Security Architecture, Smart City Use-Case Examples.

Course Outcomes: After studying this course, students will be able to

* Interpret the impact and challenges posed by loT networks leading 10 new architectural

models,

* Compare and contrast the deployment of smart objects and the techuologies to connect them

to network,
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e Appraise the role of loT protecels for efficient network communication.

« Elaborate the need for Data Analytics and Sccurity in IoT.

s [lustrate different sensor technologies for sensing real world entities and identify the
applications of 1oT in Industry.

Question paper pattern:

The question paper will have ten questions.

There will be 2 questions from each module.

Each question will have questions covering all the topics under a module.

The studcats will have to answer 5 full questions, selecting one full question from each module.

Text Books:
1. David Hanes, Gonzale Salgueiro, Patrick Grossetete, Robert Barton, Jerome Henry,"1oT
Fundamentals; Networking Technologies, Protocols, and Use Cases for the Internet of
Things”, 1*Edition, Pearson Education {Cisco Press Indian Reprint). (ISBN: 978-
YIBGETIT4)
2. Srinivasa K ., “Internet of Things",CENGAGE Leaning India, 2017

Heference Books:

l. Vijay Madiseti and ArshdeepBahga, “Internet of Things (A Hands-on-Approach)™,
1*Edition, VPT, 2014, (ISBN: U78-8173719347)

2. Raj Kamal, “Internet of Things: Architecture and Design Principles”™, 1* Edition,
MeGraw Hill Education, 2017, (ISBN: 978-9352605224)
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SOFTWAHRE ENGINEERING
(Effective from the academic year 2018 -201%)
SEMESTER - 111

Course Code 1BCS3S CIE Marks al

Number of Contact Hours/Week 3:0:0 SEE Marks 60

Total Number of Contact Hours 40 Exam Hours 03
CREDITS =3

Course Learning Objectives: This course {1BCS35) will enable stsdents o)
L]

enginears.
Explain the fundamentals of object oriented concapts

apply design patterns,
Discuss the distinctions between validation testmg and defect testing,

software quality standards and outline the practices imvolved.

Outline software engineering principles and activities involved in building large software
programs. Identify ethical and professional issues and explain why they are of concern io software

= Describe the process of requiraments gathering, requirements elassification, requirements
apecification and reguirerents validation, Differentiate system models, use UMIL diagrams and

Recopnize the importance of software maintenance and describe the intricacies involved in
software evolution Apply estimation techniques, schedule project activities and compute pricing.
o ldentify software quality parameters and quantify sofiware using measurements and metrics. List

Module 1

Contact
Hours

Development, Software Engineering Ethics. Cose Studies.

Software Processes: Models: Waterfall Model (Sec 2.1.1), Incremental Model (Sec 2.1.2)
and Spiral Model (Sec 2.1.3). Process activities,

Requirements Engineering: Requiremenis Engineering Processes (Chap 4). Requircments
Elicitation and Analvsis (See 4.5). Functional and non-funciional requirements (Sec 4.1). The
software Requirements Document (Sec 4.2). Requirements Specification (See 4.3)
Requirements validation (See 4.6). Bequirements Management (Sec 4.7

Introduction: Software Criziz, Meed for Software Engineering. Professional Software | DR

{Sec 5.3). Behavioral models (Sec 5.4). Model-driven enginesring (See 5.5).

Design and Implementation: Introduction to RUP (See 2.4), Design Principles (Chap )"
Object-oriented design using the UML (Sec 7.1). Design patterns (Sec 7.2). Implementation
issues (Sec 7.3). Open source development (See T4}

RET: L1, L2, L3

RBT:L1,12,13
Module 2
What is Object orientation? What is 0O development? 00 Thetmnes; Evidence for usefulness | 08
of OO development; OO0 modelling history. Modelling as Design technigue: Modedling;
ahstraction: The Three models, Introduction, Modelling Conecepts and Class Modelling:
What is Object orientation? What is 00 development? OO Themes; Evidence for usefulness
of OO0 development; 00 modelling history. Modelling as Design technique; Medelling;
ahstraction: The Three models. Class Modelling: Object and Class Coneept; Link and
associations concepts; Generalization and Inheritance; A sample ¢lass model; Navigation of
class models;
Textbook 2: Ch 1,23,
| RBT: L1, L2 L3
Module 3
System Models: Coniext models (See 5.1). Interaction models (Sec 5.2). Structural models 08

Maodunle 4

'A.L Instilute € ERGIEET -

[

M iﬁ-ﬂ_El 115 B

Tlri'llt‘i"- J

%

b WWe

n o
ahoaili il



Soliware T-u.ti.g: Development testing (See 8.1), Test-drven development (Sec 8§.2), | 18
Release testing (Sec 8.3), User testing (Sec 8.4). Test Automation (Page no 212).

Software Evolution: Evolution processes (Sec 9.1). Program evolusion dynamics (Sec 9.2).
Software maintenance (Sec 9.3). Legacy system manzgement (Sec 9.4).

RBT: L1, L2, L3

Module 5

Project Planning: Software pricing (See 23.1). Flan-driven development (Sec 23.2). Project | 08
scheduling (Sec 23.3)% Estimation techniques (Sec 23.5). Quality management: Software
quality (Sec 24.1). Reviews and inspections (Sec 24.3). Software measurement and metrics
(See 2d.4). Sofiware standards (See 14.2)

RBT: L1, L2, L3

Conrse Outeomes: The student will be able to

& Design a software system, component, or process 1o meel desired needs within realistic
constraints.

Assess professional and ethical responsibility

Function on multi-disciplinary teams

Use the techniques, skills, and modern engineering tools necessary for engineering practice
Analyze, design, implement, verify, validate, implement, apply, and maintain software systems or
parts of software systems

Chuestion Paper Pattern:

The question paper will have fen questions.

Each fll Question consisting of 20 marks

There will be 2 full questions (with a meximum of four sub questions) from soch module.

Ench full question will have sub questions covering all the topics under a module.

= The students will have to answer 5 full questions, selecting one full question from each module.

Texthooks:

1. [an Sommerville Softwere Enpmeering, 9h Edition, Pearson Education, 2002, (Listed topics
only from Chapters 1.2,3.4, 5, 7, 8, 9, 23, and 24)

2. Michael Blaha, James Rumbaugh: Object Oviented Modelling and Design with UML,2™ Edition,
Pearson Education, 2005, '

Reference Bonks:

1. Roger 5. Pressman: Sofiware Engineering-A Fractitioners approach, Tih Edition, Tata MeGraw
Hill.
2. Panksj Jalote: An Integrated Approach to Software Engincering, Wiley India

i
l"|
[}
|

Fﬁh:imi
& J. Instituts of Engineering & Techn:'
Mangaluru- 375006



MANAGEMENT AND ENTREPRENEURSHIP FOR IT INDUSTRY
{Effective from the academic year 2018 -2019)

SEMESTER -V
Cowrse Code 180851 CIE Marks 40
WNomber of Contact HoursWeek 2:2:0 SEE Marks L]
Total Number of Contact Hours 0 Exam Hours 03
CREDITS - 03

Course Learning Objectives: This course (18C551) will enable students to:

=  Explain the principles of management, organization snd antrepraneur.
« Discuss on planning, staffing, ERF and their importance
a Infer the impoctance of intellectea] property rights and relate the instittional suppon

Module - 1

Contact
Hours

Introduction - Meaning, nature and characterstics of management, scope and Functional
arens of management, goals of management, levels of management, brief overview of
evolution of management theories,. Planning- Nature, importance, types of plans, steps in
planming, Organizing- nature and purpose, types of Organization, Staffing- meaning,
process of recruitment and selection

RBT: L1, L2

Modnle—2

Directing and controlling- meaning and nature of directing, leadership styles, motivation
Theories, Communication- Meaning and importance, Coordination- meaning and
importance, Controlling- meaning, steps in controlling, methods of establishing contral,
RBT: L1,1.2

0

Module - 3

Entrepreneur — meaning of entrepreneur, characteristics of entrepreneurs, classification
and types of entrepreneurs, various siages in entreprencurial process, role of entreprenéurs
in economic development, entrepreneurship in India and barriers o entrepreneurship,
Identification of business opporiunities, market feasibility study, technical feasihility study,
financial feasibility study and social feasibility study.

| RBT:L1,12

Module - 4

Preparation of project and ERP - meaning of project, project identification, project
selection, project report, need and significance of project report, contents,

formulation, guidelines by planming commission for project report, Enterprise Resource
Planning: Meaning and Importance- ERP and Functional areas of Management -
Marketing / Sales- Supply Chain Management — Finance and Accounting — Human
Resources — Types of reports and methods of report generstion

RBT: L1, L2

08

Maoduole — 5

Micre and Small Enterprises: Definition of micro and small enterprises, charncleristics
and advantages of micro and small enterprises, steps in establishing micro and small
enterprises, Government of India indusial policy 2007 on micro and small enterprizes, case
study {Microsoft), Case study{Captain G R Gopinath),case study (N R Narayana Murthy &
Infosys), Institutional support: MSME-DI, NSIC, SIDBI, KIADB, KSSIDC, TECSOK,
ESFC, DIC and District level single window agency, Introduction to IPE.

RBT: L1, L2
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Course outcomes: The students should be able to- ——4
*  Define management, organization, shitreprencur, planning, staffing, ERP and outline their
importance in entreprencurship
®  Utilize the resources availabla effectively through ERP
*  Make use of [FRs and institutional support in entreprencurship
Qruestion Faper Pattern:
*  The question paper will have ten questions,
Each full Question consisting of 20 marks
There will be 2 full questions {with a maximum of four sub fuestions) from each module,
Each full question will have sub questions covering all the topics under a module.

The students will have 1o answer 5 full questions, selecting one full question from eich module,
Texthoalss:

1. Principles of Management - C, Tripathi, P. N, Reddy; Tata McGraw Hill, 4th /6™ Edition,
2010,

2. Dynamics of Entreprencurial Development & Mansgement -Vesint Desai Himalaya Publishing
House,

3. Entreprencurship Development -Small Business Enterprises -Poomima M Charantimath Pearson
Education — 2006,

4, Mazn rencurship - Kanishka Bedi-

Oxford University Press-2017

. Management Fundamentals -Concepts, Application, Skiil Development Robert Lissicr —
Thomson,

& Entrepreneurship Development -8 § Khanka -8 Chand & Ca.

3. Management -3tephen Robbing -Pearson Edugation /PHI -] Tih Edition, 2003




MOBILE APPLICATION DEVELOFMENT
{Effective from the academic year 2018 -2019)

-

SEMESTER - VI
Course Code 1BISMPER 1A Marks 4i
Number of Contact Hours/Week 0:0:2 Exam Marks 6l
Tatal Number of Contact Hours 3 Hours'Week | Exam Hours 03
CREDITS - 02
Laboratory Objectives: Thislaboratory (13CSMP6E) will enable students (o =

Learn and acquire the art of Android Programming.
Configure Android studio to run the applications,

Understand snd implement Android's User interface functions,
Create, modify and query on SQlite dutabase,

Inspect different methods of sharing dats using services.

Descriptions (if any):

1.

2

Part BJ.
Programs List:

The installation procedure of the Androld StudioJava software must be demonstrated and carried
out in groups.

students should use the lacest version of Androfd Stdioflava Rotlinto  execute  these
programs. Diagrams given are for representational purposes only, students are expected o improvise
on them.

Part B programs shouold be developed as an application and are to be demonstrated as a mini
project in a group by adding extra features or the students can also develop their application
and demonstrite it a3 a mini-project. (Projects,/programs are not limited to the list given in

FART-A

Create an application 1o design aVisiting Card. The Visiting card should havea companylogoatthe
top right comer. The company same should be displayed in Capital letiers, aligned to the center.
Information like the name of the cmployes, job title, phone number, address, email, fax and the
website address isto be displayed. Insert a horizontal line between the job title and the phone
number.

COMPANY NAME  [oag

v
Job Tidm
Péore Hamber
Riitegan
Emual, vkt koo ey

Develop an Android application usingeontrols like Button, Tex{View, EdifText for designing a
calculatorhaving basic functionality like Addition, Subtraction, Multiplication, andDivision.

'A.J. Instiute o Lank paping BT
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SIMPLE CALCULATOR
Resul

—

lrpet <Edbl Tauils

afoiofc!
HEEE
DEEE
goooo

Create a SIGN Up activity with Usemame and Password, Validation of pessword should happen
based on the following rules:

Password should contain uppercase and lowercase letiers,

Password should contain letters and numbers,

Password should contain special characters,

Minimum length of the password (the default valus is §).

" & 8 =

On successful SIGN UP proceed to the next Login activity, Here the user should SIGN IN using
the Username and Password created during signup activity. If the Username and Password are
matched then navigate to the next activity whichdisplays a message saying “Successful Login™ ar
else display a toast message saying “Login Failed™, The user is given only two attempts and afler
thatdisplay a toast message saying “Failed Login Attempts™ and disable the SIGN IN button. Use
Bundle to transfer information from one activity to another,

SIGNUP ACTIVITY LOGIN ACTIVITY
Unername: | ] Usgenoma: | |
I L ] yoiry L |

=) G

Develop an application to set an image as wallpoper. On click of a button, the wallpeper image
should start to change randomly every 30 seconds,

CHANGING WALLPAPER APPLICATICN

CLICH HERE TO CHAMGE WALLP&RFER

Wrile a program lo create an activity with two buttons START and STOP. On
pressingoftheSTART button, the activity must start the counter by displaying the numbers from

One and the counter must keep on counting until the STOP button is pressed. Display the counter




value in a TextVicweontrol,
COUNTER APPLICATION

CriniieT Waldies

Create two files of XML and JSON type with values for City_Name, Latitude, Longitude,
Temperature, andHumidity. Develop an application 1o create an activity with two buttons to parse
the XML and JSON files which when clicked should display the data in their respective layouts
side by side.

PARSING XML AND JSOMN DATA

XML DATA JEOMN Data
PARSING XML AND J2OMN DATA
Cifly Mz, Mynors City_Moma: Myaons
.1 12295
Parss XML Dota Lottude: 12255 kil
Longkude: 75530 Lonpiude FEG349
Torrpsebes 33 Tampanstura 32
Poras £
BN Dot Hisinidity: 0% Humidity: L

Develop a simple application withoneEdifTextso thot the user can write some text in it. Create 8
hutton called *Convert Text to Speech” thst converts the user ingut text into visice.

TEXT TO SPEECH APPLICATION

Gomert Taxt 1o Speech

Create an activity like a phone dialer withCALLand SAVE buttons, On pressing the CALL
lutton, it must call the phone number and on pressing the SAVE bution it must save the number

o the phone contacts,

r
l"rirLr!H'ﬂ
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CALL AND SAVE APPLIGATION
gk oe )
HEE
nEE
WEE
HE:

FART-B

Write a program to enter Medicine Name, Date and Time of the Day as input from the user and
store it in the 3QLite database. Input for Time of the Day should be either Morening or Afternoon
or Evemngor MNight. Trigger an alarm based on the Date and Time of the Day and display the
Medicine Name,

MEDICINE DATABASE

Medicing Mame:

Data:

Time of the Day:

Develop a content provider application with an activity called “Meeting Schednle™ which takes
Date, Time and Mecting Agenda as input from the user and store this information into the SOLite
database. Create another application with an activity called “Meeting Info™ having DatePicker
control, which on the salection of a date should display the Meeting Agenda information for that
particular date, else it showuld display a toast messape saying “MNo Meeting on this Date™,

£
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MEETING [NFO

R
MEETING SCHEDULE e
Dote: L
T-ITI-E T W oF A " m b
] ' = 5 m @ W
Mesting Agenda: . 0
GANCEL K

IﬂddHuﬂ'rngAman

Create an application fo receive an incoming SM35 which iz notified to the wser, On clicking this
SMS notification, the message content amnd the number should be displayed on the screen. Use
appropriate cmalator control to send the SMS message to your application.

SMS APPLICATION

Dieplay SME Number

Display BMS Message

o

VWrite a program o create an activity having a Text box, and also Seve, Open and Crepte buttons.
The user has to write some fext in the Text box, On pressing the Create button the text should be
saved as a fext file in MESDeard. On subsequent changes to the fext, the Save bution shoulkd be
pressed o store the lotest confent to the same file, On pressing the Open button, if should display
the contents from the previcusly stored files in the Text box, IT the user tries o save the conlents

in the Texibox 10 a fle without creating i, then a toas) message his to be displaved saying “First
Create a File",

FILE AFPPLICATION

KR (M T

Create an application to demonstrate a basic media playverhat allows the user o Forward,
Backward, Play and Pause an audio. Also, make use of the indicator in the seek bar to mowve the

audio forward o backward as required,
t\-". 'II-
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MEDIA PLAYER APPLICATION

Audio Narre

CIRD) | O

Develop an application to demonstrate the use of Asynchronous tasks m android, The
asynchronous task should implement the functionality of a simple moving banner, On pressing the
Start Task button, the banner message should scrollfrom right to left. On pressing the Stop Task
button, the banner message should stop.let the banner message be “Demonstration  of
Asynchronous Task".

ASYNCHROMNOUS TASK

Start Task

Develop an application that makes use of the chpboard framework for copying and pasting of the
text. The sctivity consists of two EditText controls and two Buttons to trigger the copy and paste
functionality.

CLIPBOARD ACTIVITY

e
EESaes
Caopy Tawt | Poate Taul I

Create an AIDL service that calculates Cur Loan EML The formula to calcalate EMI i
E =P * (r{1+r)"){{14r)"-1)
wihere

E = Thi EMI payable on the car loan ameunt

I'= The Car loan Principal Amount

r = The interest rate value compuated on & monthly basis

n = The loan tenure in the form of months
The down payment amount has to be deducted from the principal ameunt paid towards buying the
Car, Develop an application that makes use of this ATDL service to caleulate the EMI, This
application should have four EditText to read the Principal Amount, Down Payment, Interest Rate,
Loan Term {in months) and a button named as “Caleulate Monthly EMT”, On click of this button,
the result should be shown in a TextView. Also, calenlate the EM] by varying the Loan Term and

Interest Rate values.

g\



CAR EMI CALCULATOR

Principal Amountt

EMI: Rasull

Down Paymant:

Interest Rale:

Lean Term fin months)

Il:nlu.lul.il"'hﬂﬂﬂrﬁl"ﬂ I

Laboratory Qutcomes: After studying theselaboratory programs, siudents will be able 1o
#  Create, test and debug Android application by setting up Android development environment,

Implernent adaptive, responsive user interfaces that work across a wide range of devices.
Infer long running tasks and background work in Andredd applications.
Demonstrate methods in storing, sharing and refrieving data in Android applications.
Infer the role of permissions and security for Android applications.
Procedure to Conduct Practical Examination
»  Experiment distribution
o For laboratories having only one part: Students are allowed to pick onecxcperiment from the fot
with equal opportunity.
o For laboratories having PART A and PART B: Students are allowed to pick oneexperiment
from PART A and one experiment from PART B, with equalopportunity.
+ Change of experiment is allowed only once and marks allotted for procedure to be made
zerg of the changed part only.
o Marks Distribution (Coursesd to change in accordance with university regulations)
o Far laboratorics having only one part = Procedurs + Execution + Vive-Vocoe: 15470+15= 100
Marks
a  For laboratories having PART A and PART B
i, Part A — Procedure + Execution + Yiva=6+ 28 + 6 = 40 Marks
i Part B — Procedure + Execution + Viva= 9 + 42 4+ 0= &) Marks

Text Books:

1. Google Developer Traming, "Android Developer Fundamentals Course = Concept
Reference®, 7 Google Developer _ Training Team, 2017,
(Download pdf file from the above link)

Reference Books:

1. Erik Hellman, ¥ Android Programming — Pushing the Limits”, 1® Edition, Wiley India Pvt Lid,
2014, ISBN-13: 978-8126547197
2. Dawn Griffiths and David Griffiths, “*Head First Android Development”, 1" Edition, O°Reilly
SPD Publishers, 2015, ISBN-13: 978-035213134]
3. Bill Phillips, Chriz Stewart and Kristin Marsicano, *Android Programming: The Big Nerd
Ranch Guide™, 3™ Bdition, Big Nerd Ranch Guides, 2017. ISBN-13: 978-0124706054 _
|
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CRYPTOMGRAPHY
(Efective from the aeademic vear 20018 -2001%)
SEMESTER-VII

Course Code 1RCET44 CIE Marks 40

Number of Contact Hours"Weck 3:0:0 SEE Marks i)

Total Nomber of Contact Hoors <4l Exam Hours 03
CREDITS =3

Course Learning Objectives: This course (1805744 will enoble students to:

" Define cryptography and its principles
¢  Explan Cryptography algorithms
L]
"

Niustrate Public and Private key crypiography

Explain Key management, distribution and ceritification
# Explain authentication protocaols
#  Tall abot [PSec

Maodule =1 Contact
Hours

Claszsical Encryption Techniques Symmeiric Cipher Model, Crvpiography, Cryptanzalysis | 08
and Brute-Force Attack, Substitution Techniques, Caesar Cipher, Monoalphabetic Cipher,
Playfair Cipher, Hill Cipher, Polyalphabetic Cipher, One Time Pad. Block Ciphers and the
data encryption standard: Traditional block Cipher structure, stream Ciphers and block
Ciphers, Motivation for the feistel Cipher structure, the feistel Cipher, The dafa encrvpiion
standard, DES encryption, DES decryption, A DES example, resulis, the avelanche effect,
the strength of DES, ithe use of 56-Bit Keys, the nature of the DES alporithm, timing
uttecks, Block cipher design principles, oumber of rounds, design of function F, key
sehedule algorithm

Textbook 1: Ch. 2.1,2.2, Ch. 3

RET: L1, L2

Muodule - 2
Public-Key Cryptography and RSA: Principles of public-key eryptosystems. Public-key | 08
eryptogystema. Applications for public-key cryptosystems, requirements for public-key
cTvptosystems. public-key cryptanalysis. The ESA algorithm, desniption of the algocithm,
computational aspects, the security of FSA.

Oiher Public-Key Cryptosysiems: Diffie-hellman key exchange, The algorithm, key
exchange protocols, man in the middle attack, Elgamal Cryptographic systems

Textbool 1: Ch. 9, Ch. 10.1,10.2

RET: L1, L2

Muodule -3
Elliptic curve arithmetic, abelian groups, elliptic curves over real numbers, elliptic curves | 08
over Zp, elliptic curves overGF(2Zm), Elliptic curve cryplography, Analog of Diffie=-hellman
key exchange, Elliptic curve encrypiion’ decnypiion, sscurity of Elliptic curve coyplography,
Peeadosandom number generation baged on an asymmetric cipher, PRMG based on RSA.
Key Managemeni and Disitibution: Symmetnc kev distribuotion using Symmelric
encrypbon, A key distnbution scenario, Hierarchical key control, session key lifetime, a
transparent key controd  scheme, Decentralized key control, controdling key usage,
Symmetric key distribution using asymmelnc encryption, simple sccret key distribution,
secret key distribution with confidentiality and avthentication, A hybrid scheme, distribution
of public kevs, public announcement of public kevs, publicly available directory,public key
nuthority, public keys certificaes.

N/
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Textbook 1: Ch, 10.3-10.5, Ch.14.1 to 14.3
RET: L1, L2
Module—4
N-500 certibcates. Certificates, X-509 version 3, public key infmastructure JUser | OB
Anthentication: Remote user Authentication principles, Mutual Authentication, one
wayAuthentication, remote user Authentication using Symmetric encryption, Mutual
Authentication, one way Authentication, Kerberos, Motivation , Kerberos version 4,
Kerheros version 5, Remote uwser Authentication using Asymmetric encryplion, Mutual
Authentication, one way Authentication. Electronic Mail Seeurity: Pretty good privacy,
notation, operational; description, S/MIME, RECS322, Multipurpose  intermet  mail
exiensions, S/MIME functionality, SMIME messages, SMMIME cerificats processing,
enhanced securily services, Domain keys identified mail, mtemnet mail architeciure, E-Rhail
threats, DEIM strategy, DEIM functional Aow.
Texthook 1: Ch. 144, Ch. 151 to 154, Ch.19
| RBT: L1, 12
Module = 5
P Security: 1P Security overview, applications of IPsec, benefits of [Psec, Routing] D8
pplications, IPsec documents, 1Psec services, transport and tunnel modes, IP Security policy,
Sacurity associations, Security associations database, Security policy database, IP traffic
processing, Encapsulating Security payload, ESP format, eocryplion and authenticati
algorithms, Padding. Anti replay service
Transport and tunnel modes, combining sccurity associations, authentication plus
confidentiality, basic combinations of security associgtions, internet key exchange, key
determinations protocol, header and payload formats, cryptographic suits.
Texthook 1z Ch. 20.1 1o 203
| RBT: L1, L2
Course outeomes: The students should be able to:

+ Define cryptography and its principles

s Explain Cryptography algorithms

» lllustrate Public and Private key cryptography

» Explain Key management, distriibution undd ceritification

» Explain authentication prodocols

e Tell about [PSec

(ruestion paper pattern:
s The question paper will have ten questions.
» There will be 2 questions from each module.
e Each question will have questions covering all the topics under a module,

s The students will have to answer 5 full questions, selecting one full question from each modale.
Text Books:

1. Willinmm Stallings: Cryptography and Network Security, Pearson 6™ edition,
Reference Books:
1. V K Pachghare: Cryptography and Information Security, PHI 2™ Edition.

'/
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INTERNET OF THINGS
(Effective from the academic year 2018 -201%)

SEMESTER — VIIT

Course Code 18CSEL CIE Marks 41

Number of Contact Hours/Week 3:0:0 SEE Marks 6l

“Total Number of Contact Hours 40 Exam Hours 03
CREDITS -3

Conrse Learning Objectives: This course (18C381) will enable students to:

» Agsess the genesis and impact of ToT applications, architectures in real world,
Ilustrate diverse methods of deployving smart objects and connect them to network.
Compare di fferent Application protocols for IoT.

Infer the role of Data Analytics and Security in InT.

Identifysensor technologies for sensing real world entities and understand the role of 10T in
various domaing of Industry.
Maodule 1 Cantact
Hours
What is 10T, Genesis of IoT, loT and Digitization, IoT Impact, Convergence of IT and loT, | 08

IoT Challenges, IoT Metwork Architecture and Design, Drivers Behind New MNetwork
Architectures, Comparing IoT Architectures, A Simplified IoT Architecture, The Core loT
Functional Stack, ToT Data Management and Compute Stack.

Textbook 1: Ch.l, 2

RET: L1, L2, L3

Module 2

Smart Objects: The “Things” in loT, Sensors, Actuators, and Smart Objects, Sensor | 08
Metworks, Connecting Smart Objects, Communications Criteria, loT Access Technologies.
Textbook 1: Ch.3, 4

RBET: L1, L2, I3

Module3

IP as the [oT Metwork Layer, The Business Case for IP, The need for Optimisation, | 68
Optimizing IP for IoT, Profiles and Compliances, Application Protocols for ToT, The
Transpart Layver, 0T Application Trensport Methods.

Texthook 1: Ch.5, 6

RBT: L1, L2, L3
Modale 4

Data and Analytics for [oT, An Infroduction o Data Analytics for IoT, Machine Leaming, | (8
Big Data Analytics Tools and Technology, Edge Streaming Analyiics, Network Analytics,
Securing ToT, A Brief History of OT Security, Commeon Challenges in OT Security, How IT
and OT Security Practices and Systems Vary, Formal Risk Analysis Structures: OCTAVE
and FAIR, The Phased Application of Security in an Operational Environment

Textbeok 1z Ch.7, 8

RBT: L1, L3, L3
Module 5

loT Physical Devices and Endpoints - Arduing UNO:  Introduction te Arduine, Ardeino | 08
UM, Installing the Softwere, Fundamentals of Arduine Progremming, IoT Physical

Devices and Endpoints - RaspberryPi: Introduction to RaspberryPi, About the RaspberryPi
Board: Hardware Layout, Qperating Svstems on RaspberryPi, Configuring RaspberryPi,
Programming RaspberryPi with Python, Wireless Temperature Monitoring System Using Pi,
DE18B20 Temperature Sensor, Connecting Rospberry Pi vin 85H, Accessing Temperature }
from DE1EB20 sensors, Bemote access 1o BaspbenvPi, Smart and Connected Cities, An [oT o

I'J;
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A.J. Institute of Engineerma & Tgihis

Maigaluit =575 Jug




rﬂmg;.- for Saarter Cities, Smarn City IoT Architecture, Smart Uity Security Architeciure,
Smart City Use-Case Examples.

Texthoak 1: Ch12

Textbook 2: Ch.7.1 to 7.4, Ch.8.1 to &d, 8.6
| RET: L1,12,1.3

Course Outeomes: The studeat will be able to
*  Interpret the impact and challenges posed by 16T networks leading to new architectural modes,
* Compare and contrast the deployment of smart objects and the technologies to connect them to
nefwork.
* Appraise the role of 1oT protocols for efficient network communication,
Elaborate the need for Data Analytics and Security in IaT,
*  lllustrate different sensor technologies for sensing real world entities and identify the applications
of 0T in Industry,
Cruestion Paper Pattern:

*  The question paper will have ten questiong,

Each full Question consisting of 20 marks

*  There will be 2 full questions (with a maximim of four sub questions) from each module.

*  Each full question will have sub questions covering all the topics under a module,

* _The students will have to snswer § full questions, selecting one full question fram each module,

Textbooks:

l. David Hanes, Gonzalo Ealgueiro, Pairick Crossetete, Robert Barton, Jepome Henry,"IoT
Fundamentals: Networking Technologies, Protocols, and [se Cases for the Internet of
Things™, "Edition, Pearson Education {Cisco Press Indian Repring), (ISBN: H7E-DIRARTIT43)

2. Srinivasa K G, “Internet of Things",CENGAGE Leaning India, 2017
Reference Books:

I, Vijay Madisetti and ArshdeepBahga, “Internet of Things (4 Hands-on-Approach)®, 1*Edition,
VPT, 2014, (ISBN: TE-8173719547)
2. Raj Kamal, “Internet of Things: Architecture and Design Principles®, 1 Edition, McGraw
Hill Education, 2017, (ISBN: 978-9352605224)
Mandatery Note:
Distribution of CIE Marks is a follows (Total 40 Marks):
® 20 Marks through 1A Tests
* 20 Marks through practical assessment

Maintain a copy of the report for verification during LIC visit,
Posssible list of practicals:

1. Transmit & string nEing UART
2, Point-to-Point commumication of two Motes over the radio frequency,

3. Multi-point to single point commumication of Motcs over the radio frequency LAN {Sub-

netting ).
Hrang

4. I2C protecol study
L EF

5. Reading Temperature and Relative Humi-d[l.g value from the sensor
4l It ||!.r" i ;"':".':' fa |
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V1 Semester
SOFTWARE ENGINEERING & PROJECT MANAGEMENT
Course Code Z1C561 CIE Marizs 50
Teaching Hours/Week [L:T:F: 5} 2:2:0:0 SEE Marls 50
Total Hours of Pedagogy 40 Total Marks 100
| Credits LS ] Exam Hours i3
Courge Learning Objectives

CLO 1, Qutline software engineering principles and activities involved in building large software
programs. [dentify ethical and professional issues and explain why they are of concern to
soltware Enginenrs.,

CLOZ. Describe the process of requirement gathering requirement classification, reguiremeant
specificaton and reguirements validation

CLO 3. [nfer the fundamentals of object orfented concepts, differentiate system models, use UML
diagrams and apply design patterns.

CLO 4. Explain the role of DevOps in Agile Implementation.

CLO 5. Discuss various types of software testing practices and software evolution processes.

CLO 6. Recognige the importance Praject Management with its methods and methodologies.

CLO 7. |dentify soltware quality parameters and quantify software using measurements and
metrics, Lisk software guality standards and outling the practices involved

Teaching-Learnlng Process [General Instructions)

These are sample Strategiss, which teachers can use to accelerate the attainment of the various courge
outcoImes.,

1. Lecturer method (L) nesd not to be only a traditional lecture mathod, but alternatve
effective teaching methods could be adoptad to attain the outcomes.

2 Useof Video/Animation to explain functioning of various concepts,

3. Encourage collaborative (Group Learning) Learning in the class.

4. Askatleast three HOT (Higher order Thinking) questions in the class, which promotes
critical thinking.

5. Adept Problem Based Learning (PEL), which fosters students’ Analytical skills, develop
design thinking skills such as the ability to design, evaluate, generalize, and analyze
information rather than simply recall it

6 Intreduce Tapics in manifold reprezentations.

7. Show the different ways to solve the same problem with different clreuits,/logic and
encourage the students to come up with their own creative ways to solve them.

B Discuss how every concept can be applied to the real world - and when that's possible, it
helps Impreve the students’ understanding,

Module-1

Introduction: The evolving role of software, Software, The changing nature of software, Software
enginearing. A Process Framework, Process Patterns, Process Assossment, Personal and Team Process
Models, Process Technology, Product and Frocess.

Texthook 1; Chapter 1; 1.1 to 1.3

Process Models: Prescriptive models, Waterfall model, Incremental process models, Evelutionary
process models, Spedialized process madels,

Textbook 1: Chapter 2: 2.1, 2.2, 2.4 to 2.7
Requirements Engineering: Requirements Engineering Task, Inltiating the Requirements Enginesring

process, Eliciting Requirements, Developing use cases, Building the analysis model, Negotiating
Requirements, Validating Requirements, Software Requirement Document (Sec 4.2)

Texthbook 1: Chapter 3: 3.1 to 3.6, Textbook 5: Chapter 4: 4.2 f

Principa!

A

Mangaiuiu-=.

nstitute of Engmasr 1



Cang2nzy

Teaching-Learning Process | Chalk and board, Active Learni ng, Prablem based learning

Muodule-2

Introduction, Modelling Concepts and Class Medelllng: What iz Object arientation? Whae is 00D
developmant? 00 Themes; Evidence for uselulness of 00 development; 00 medelling history. Modelling
as Deslgn technique: Modelling, abstraction, The Three medels. Class Modelling: Object and Class
Concept, Link and associations concepts, Generalization and [nherltance, A sample clags model,
Navigation of class models, Introduction te RUP[Textboaok: 5 Sec 2.4) and UML diagrams

Textbook 2: Chapter 1,23

Building the Analysis Models: Requirement Analysis, Analysis Model Approaches, Data modeling
Concepts, Object Oriented Analysis, Scenario-Haged Modeling, Flow-Oriented Modeling, class Based
Modeling, Creating a Behaviaral Model,

Textbook 1: Chapter 8; 8.1 to 8.8

Teaching-Learning Process | Chalk and board, Active Learning, Demonstration

Module-3

Software Testing: A Strategic Approach to Software Testing, Strategic lssues, Test Strategles for
Conventional Software, Test Strategics for Object -Oriented Software, Validation Testing, System Testing,

The Art of Debugging,

Textbook 1: Chapter 13: 13.1 to 13.7

Aglle Methodology & DeviOps: Before Agile - Waterfall, Agile Development,

Self-Learning Section:

What 13 DevOps?, DevOps Importance and Benefits, DevOps Principles and Practices, 7 C's of DevOpe
Lifecycle for Business Agility, DevOps and Continuous Testing, How to Cheose Right DevOps Tools?,
Challenges with DevDps Implementation.

Texthook 4: Chapter 2: 2.1 to 2.9

Teaching-Learning Process | Chalk and board, Actlve Learning, Demonstration

Module-4

Intrniuuﬂuntufrnlectﬂann&em:nh

Introduction, Project and Importance of Project Management, Contract Management, Activities Covered
by Software Project Management, Plans, Methods and Methodologies, Some ways of categorizing
Software Projects, Stakeholders, Setting Objectives, Business Case, Project Success and Failure,
Management and Management Control, Froject Management life cycle, Traditional versus Modern Project
Management Practices.

Texthook 3: Chapter 1: 1.1 to 1.17

Teaching-Learning Process I Chalk and board, Actlve Learning, Demonstration

Maodule-5

Activity Planning:

Objectives of Activity Planning, When to Plan, Project Schedules, Sequencing and Scheduling Activities,
Network Planning Models, Forward Pass- Backward Pass, Identifying critical path, Activity Float,
Shortening Project Duration, Activity on Arrow Networks,

Texthook 3: Chapter 6: 6.1 to 6.16

Software Quality:

Introduction, The place of software quality in project planning, Importance of software quality, sofowrare
quality models, 150 9126, quality management systems, process capability models, techniques to
enhance software quality, quality plans.

Texthook 3: Chapter 13: (13.1 to 13.6,13.9, 12.11, 12.14), /T i
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Teaching-Learning Process | Chalk and board, Active Learning, Demonstration

Course Outcomes
At the end of the course the student will be able to;
CO L Understand the activities Involved in software englnearing and analyze the role of various
process models
L2 Explain the hasics of ohject-oriented concepts anid build a suitable class model using madelling
tachnigues
C0 3. Describe various software testing methods and to understand the importance of agils
methodelogy and Deviipg
G0 4. Ilustrate the role of project planning and quality management in software development
i 5. Understand the importance of activity planning and different planning models

Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation [CIE] is 50% and for Semester End Exam (SEE] 1s 50%.
The minimum paszing mark for the CIE is 400 of the madmum marks (20 marks). A student shall be
deemed to have satizfied the academic requirements and earned the credits allotted to each subjecty
course [F the stodent secures not less than 35% (18 Marks owt of 53] in the semester-ond examination
(SEE}, and & minimum of 40% [40 marks out of 100] in the sum total of the CIE [Continuous Internal
Evaluation) and 5EE {Semester End Examination] taken together
Continuous Internal Evaluation:
Three Unit Tests each of 20 Marks (duration 01 hour)

1. First best ab the and af 59 wesk of the semaster

2. Second test at the end of the 10% weel of the semester

3. Third test at the end of the 159 weelk of the spmestar
Two assignments each of 10 Marks

4. First asslgnment at the end of 4 week of the semester

5, Second assignment at the end of 9 week of the semester
Groap discussion/Seminar/ quiz any one of three suitably planned to attain the COs and FOs for 20
Marks {duration 01 hours)

G, Atthe end of the 13® weslk of the semester
The sum of three tests, two assignments, and quiz/seminar/group discussion will be out of 100 marks
and will be scaled down to 50 marks

[ta have less stressed CIE, the portion of the syllabus should not be common frepeated for any of the

methods of the CIE.  Each methaed of CIE should have a different syllabus portion of the course).
CIE methods fquestion paper has to be designed to attain the different levels of Blosm’s ticconomy
as per the outcome deflned for the conrse,
Semester End Examination:
Theory SEE will be conducted by University as per the scheduled timetable, with commen question
papers for the subject (duration 02 hours)

1. The question paper will have ten questons. Each questlon is sat for 20 marks. Marks scared shall

b proportionzlly reduced to 50 marks
2. There will be 2 questions from each module. Each of the two questions under a module [with a
maximum of 3 sub-questions), should have a mix of toplcs under that module,

The students have to answer 5 full guestions, selecting one full guestion from each module

Suggested Learning Resouroes:
Texthoalks
1. Roger 5 Pressman: Software Englneering-A Practitioners appreach, Tth Edition, Tata McGraw
Hill.
2. Michael Blaha, James Rumbaugh: Object Oriented Modelling and Deslgn with UML, Znd Edition,
Pearson Education, 2005 ’
3. Bob Hughes, Mike Cotterell, Rajib Mall: Software Project Management, 6 Edition, McGraw Hill
f \/
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Eduication, 2018.
4. Deepak Gaikwad, Viral Thakkar, DevOps Tools From Practitioner’s Viewpoinr, Wikey,
5% lan Sommerville: Software Engineering, 9th Edition, Pearson Education, 2012
Reference:
1. Panksj Jalote: An [ntegrated Approach to Software Englneering, Wiley India
Weblinks and Video Lectures (e-Resources):

Biee e i : i A R
: 128,106/ 128106012/ (DevDps)

L IR T

| Activity Based Learning (Suggested Activities in Class)/ Practical Based learning

Case study, Field wisit

R/
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