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Abstract With the exponential growth of the Internet of
Things through time there has been an enormous increase in
the usage of tiny devices and information being exchanged,
between low resource devices like sensors, PDA’s and the
high-end devices like servers or clouds. This opens up sev-
eral challenges in securing the information being exchanged.
Consequently, there is a greater demand for designing
encryption algorithms, particularly for devices with lim-
ited resources. This paper introduces the HIBRI cipher, a
combination of the HIGHT and the BRIGHT cipher imple-
mented in software as well as hardware. The proposed cipher
is evaluated for randomness test, strict avalanche criteria,
key sensitivity tests to assess the cipher’s security while
memory utilization, energy consumption, execution time
and throughput are analyzed by implementing in Arduino
Nano based on the Atmega328 microcontroller. The NIST
tests for key generation yielded P>0.01 which proves that
the proposed key generation scheme generated truly ran-
dom numbers while the hardware implementation shows that
the comparison results for code size, RAM and execution
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size yielded better results than the implementations that are
cutting-edge.

Keywords Lightweight cryptography - BRIGHT -
HIGHT - NIST tests - Avalanche Criteria

Introduction

With the IoT (Internet of Things) gaining significant popu-
larity, wherein billions of heterogeneous devices communi-
cating in tandem, with constantly exchanging wide range of
information from benign to highly sensitive one, between
the LRDs (Devices with low resources) [10] like the sensors,
RFID etc. and the high performing devices like the super-
computers or the server or cloud platforms. The devices that
have low performance having limitations in computational
power, size, area and storage by Juels and Weis [17]. With an
exponential growth in IoT, the security of the information is
also increasing exponentially. Thus, the need for implemen-
tations of block ciphers that can encrypt faster with limited
code size and memory for target applications is increasing.
The need for lightweight cryptography is becoming more
and more significant. More security mechanisms need to be
introduced to the software and hardware of the device so that
the IoT device security can be improved and guarantee the
preservation of confidential data [25]. However, implement-
ing the conventional cryptographic algorithms in IoT devices
is ineffective due to memory, processing speed and energy
usage limitations. use of ciphers in resource limited devices
is not convenient [33-36]. Therefore, the NIST came up
with the idea of lightweight block ciphers for secure imple-
mentation. Cryptographic algorithms can be classified as
either symmetric or asymmetric. Further, the symmetric key
ciphers can be block ciphers and stream ciphers [40]. When
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compared with stream ciphers, block ciphers are more effec-
tive as seen from the survey Chaitra et al. [9]. Furthermore,
block ciphers are categorized based on structure as Feistel
structures and substitution permutation network. Since Feis-
tel structures only process half of the data every round, they
often need more rounds than SPNs.

The same Feistel structure is used for ciphering and deci-
phering so as to save memory. As a result, compared to SPN
implementations, the Feistel structure’s decryption function
does not require expensive implementations, which reduces
the amount of hardware, memory, and power needed for
computations.

This paper presents a novel light-weight optimised
security algorithm that has been developed by combin-
ing HIGHT and the BRIGHT ciphers is implemented in
ATmega328 (Arduino Nano 3.0). The proposed algorithm
uses the structure of HIGHT cipher Kim et al. [7] and uses
the ARX operations of BRIGHT Family of ciphers as in Seo
et al. [31]. The performance and the efficacy of the proposed
cipher is also evaluated using various tests to demonstrate
the algorithm’s security strength such as randomness test,
the key-sensitivity test, the strict-avalanche criteria and cor-
relation coefficient test. To evaluate the effectiveness based
on key, the attributes such as memory utilization, energy
consumption, execution time and throughput Asmita et al.
[29], the proposed key generation is implemented using of
the concept of LFSR and Fibonacci scrambling algorithm
to provide better confusion and diffusion when compared
with other existing algorithms. The key generation scheme is
tested for Randomness using the NIST statistical test suites
developed by NIST (National Institute of Science and Tech-
nology) Bassham et al. [3, 4].

Background

Kerry et al. [27] published a report on lightweight cryptogra-
phy project, The report emphasizes the need for lightweight
encryption algorithms for resource-constrained devices.
Conventional ciphers are unsuitable due to their resource-
intensive nature, raising concerns about algorithm perfor-
mance. NIST has launched the Lightweight Cipher (LWC)
program to address these challenges, develop strategies for
implementing lightweight ciphers, and standardize the pro-
ject. The LWC project aims to ensure encryption algorithms
are compatible with the evolving technology landscape,
especially in resource-constrained devices. A detailed pres-
entation about the target devices for the algorithm design
and the performance metrics for both hardware and soft-
ware are discussed in this paper. This paper also mentions
about the desired properties required by the NIST to evaluate
the ciphers design. Also, the NIST approved cryptographic
primitives, design considerations and evaluation parameters
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are mentioned. Recently held "FELICS Triathlon," a light-
weight block cipher competition for lightweight devices like
IoT environments, the HIGHT encryption scheme cipher
implementation won the most effective block cipher for
lightweight devices [23]. The competition measured three
parameters: memory (RAM), code-size (ROM) and the time
for execution. Some of the features from 64/128-bit HIGHT
encryption algorithm that utilizes less power and memory
by Hong et al. [15], are incorporated into the proposed algo-
rithm where fiestel structure with 32 rounds is used. HIGHT
makes use of simple ARX operations. Beaulieu et al. [5]
developed two highly optimized family of lightweight block
named SIMON and SPECK suitable for both hardware and
software. Both the cipher family follow Feistel structure.
SIMON was optimized for hardware implementation. The
SIMON is a 2n-block long cipher using Feistel structure.
The most effective published attacks on Simon are those that
use differential cryptanalysis. An ARX-design is used in the
SPECK. It employs XOR and rotations of linear mixing in
addition to having a modular addition to the nonlinearity.
The proposed SIMON/SPECK 128/128 [24] is implemented
in Atmel 8-bit microcontroller has a better throughput and
needs just 388 bytes of flash memory and 256 bytes of
SRAM while the compared implementations like AES-128
which needs 125 cycles/byte, and uses 1912 bytes of flash
and 432 bytes of SRAM. In the paper Kim et al. [18], the
HIGHT and PRESENT block cipher’s optimal hardware
and software implementations for resource constrained IoT
platforms are evaluated. The paper illustrates an implemen-
tation on hardware of the HIGHT block cipher, a special
type of bit- and digit-serial hardware that functions in units
of a few or one bit. The computation of a delta variable in a
key scheduling algorithm is the intensive unit, as it requires
sequence of bitwise operations thus the implementation in
software or bytewise machine is inefficient. Bitwise opera-
tions can be easily replaced in the Look-Up Table (LUT)
for high-speed implementation. There was a reduction in
code size by 51% and improvement in time for execution by
1 cycle/ byte and thus the performance improved by 23 and
18% respectively by utilizing the general-purpose registers
to handle the data efficiently. Kwon et al. [21] implemented
compact PRESENT encryption algorithm on embedded
processors, The ECB(ELECTRONIC_CODE_BOOK) and
CTR(COUNTER) is supported by the proposed PPRE-
SENT Algorithm[16]. Seo et al. [31] implemented ARX
based LEA and HIGHT cipher on AVR (8-bit), MSP (16-
bit), ARM-NEON (32-bit) and ARM (32-bit) processors.
Optimising the 32-/8-bitwise ARX-operations for the block-
ciphers like HIGHT and LEA involved adjusting parameters
including differences in the size of plaintext, the numberof
general-purpose registers, and the target IoT device’s instruc-
tion set. Eisenbarth et al. [12] HIGHT implementation
illustrated smaller code sizes than the proposed balanced
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and speed-optimized implementations by 69.4 and 80.5%,
respectively, but execution times where 91.4 and 93.4%
slower than the proposed algorithms. Guo et al. [39] have
developed ECLBC, a lightweight block cipher that includes
error detection and correction mechanisms. It ensures secu-
rity by achieving a certain level of security in fewer rounds
than conventional methods. ECLBC facilitates mode tran-
sitions within AND-Rotation-XOR (AND-RX) lightweight
block ciphers, transitioning from Feistel to Substitution-
Permutation Network (SPN) and half-round key XOR to
full-round key XOR. It also detects and corrects errone-
ous ciphertext from channel interference. The researchers
applied linear block code detection and correction mecha-
nisms to [oMT devices. VAYU, a lightweight cipher pre-
sented by Bansod [2], uses 80/128-bit key to encrypt 64-bit
plaintext in 31 rounds. The cipher is implemented in ARM
7 LPC2129 processor the proposed cipher requires lesser
memory, GE compared to PRESENT, CLEFIA, AES and
LED cipher.

Ledda et al. [22] presented an improved iteration of the
IDEA algorithm, which utilizes the circular shift method
along with middle square method. IDEA algorithm- a block
cipher which is symmetric designed by Massey et al. [26].
The algorithm uses simple arithmetic functions such as
shift, modulo-add and modulo-multiplication, thus the use
of S-BOX’s and P-BOX’s are minimized. This algorithm’s
expansion process was improved by increasing the rounds,
and bit shifting modifications were made while encryp-
tion as well as decryption. According to the experimental
analysis, the communication took 28.83 ms to encrypt. By
achieving 50.53% of the Avalanche effect, the encryption
criteria were met [8]. This method has been improved, with
the number of rounds increased and the crucial expansion
procedure improved. The randomness tests like the fre-
quency (monobit) frequency test and runs tests performed
yielded 0.789, 0.997462, and 0.897437 respectively thus
passing the randomness tests (significance level P>0.01)
and thus strengthening security. Kiran Kumar et al. [20]
presented a novel lightweight block cipher named BRISI,
an ARX based operation. The cipher structure is developed
by combining SIMON and BRIGHT algorithms. The algo-
rithm uses 64-bit key to encrypt 32-bit plaintext. The key
scheduling for this algorithm is inspired from the SIT algo-
rithm implemented by Usman et al. [37]. The algorithm is
found to fulfil various tests for software implementations
like the Key-sensitivity test, Avalanche criterion, entropy
test, correlation coefficient and histogram which portrays
that the algorithms efficacy. Usman et al. [37] presented an
encryption algorithm SIT (Secure IoT) for the Internet of
Things which 64-bit plaintext is encrypted and takes 64-bit
key. The algorithm has a hybrid approach and is based on
a Fiestel structure and consists of a uniform SPN (Substi-
tution-permutation network. The SIT algorithm consists of

five rounds aimed at improving security and energy effi-
ciency. The algorithm uses a unique key generation scheme
using complex mathematical operations. Four-bit segments
make up the 64-bit key and an F-function is performed on
the permuted, concatenated 16-bit and then XOR and shift
operation are used to obtain five round keys. The encryption
process consists of shift, swap and substitution operations so
as to create diffusion and confusion along with a complex
F-function. For security analysis all the basic attacks are
performed on the proposed algorithm which reveals that the
algorithm is better secured. The proposed algorithm was
implemented using MATLAB on Intel Core i7-3770@3.40
GHzprocessor. The Avalanche test revealed 49% alteration
in encrypted bits when one-bit plaintext or key was changed
and image entropy tests revealed that the entropy was nearer
to 8 and correlation close to zero resulting in better security.
The Hardware implementation of the proposed algorithm
on ATmega 328 based Ardinuo-Uniboard showed the time
of execution for encryption was 0.188 ms and decryption
time was 0.187 ms also SIT requires 10% lesser RAM than
TEA or PRINCE algorithms and 30% less than PRESENT
algorithm. The clock cycles required is 10-20% less than the
existing algorithms. Dridi et al. [11] presented and analysed
a Chaos based cipher system that operates in CBC (cipher
block chaining) mode. A reliable pseudorandom number
generator employing the Chaotic sequences implements the
key scheduling for the proposed approach (PRNG-CS). The
circular substitution operation is performed by a S-BOX is
a chaos based so as to introduce confusion process. Four
distinct 1-D chaotic maps are used in the development of the
PRNG-CS to counteract the divide and conquer tactic and
thus improving the randomness of the numbers that are gen-
erated. HAD—Horizontal Addition—Diffusion and a 2-D
modified cat map carry out the diffusion process. A range
of statistical and cryptographic assaults are determined to
be ineffective against the chaos-based encryption system
proposed in the paper, according to security analysis and
a range of simulation findings of both the complete crypto-
system and its essential components (PRNG-CS and S-box).
Despite the availability of abundant state-of-the-art crypto-
graphic implementation techniques, a great amount work
is still needed. Each of the available methods has its own
limitations, and the issue still poses numerous challenges.

Proposed Encryption Scheme

The suggested HIBRI cipher’s encryption procedure is
depicted in Fig. 1. The proposed algorithm is developed by
fusing the features of HIGHT algorithm and used the ARX
operations from the BRIGHT family of ciphers like TEA
proposed by Wheeler and Needham (1994) [28], [38], LEA
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Fig. 1 HIBRI Encryption Process

proposed by Hong et al. [14], SIMON and SPECK proposed
by Beaulieu et al. (2015).

Key Scheduling Algorithm

The algorithm for key scheduling is developed by com-
bining SIT algorithm developed by Usman et al. [37] and
Fibonacci scrambling algorithm proposed by Amiruddin
et al. [1]. The novel key generation scheme is implemented
which uses Rotation and XOR operations along with LFSR
and Fibonacci scrambling algorithm. The Permutation,
Modulo-addition, Rotate and e-XOR operations in the pro-
posed scheme’s architecture contributes to the properties
of confusion and diffusion thus improving the strength of
the proposed technique in terms of security. The proposed
lightweight encryption is based on basic two-step process:

(1) Key scheduling algorithm
(2) Encryption Algorithm.

@ Springer
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One of the most vital components of any cryptographic
scheme is the key, as the integrity and confidentiality of the
encrypted information is at risk if the key is known to an
adversary. The information’s overall security is dependent
upon this key. The proposed algorithm is implemented for
5 rounds so as to reduce power consumption and area so as
to suit the need for resource constrained devices and also to
boost security, the number of rounds can be increased. The
proposed key scheduling algorithm illustrated in Fig. 2 uses
the combination of the feistel network and the ARX features.
Also, the proposed algorithm makes use of the concept of
LFSR and Fibonacci scrambling algorithm to provide bet-
ter confusion and diffusion as compared to other existing
algorithms.

The 64-bit initial key is the input to the key scheduling
algorithm. The first key is kept big enough to fend off attacks
using an extensive search. The output of this key scheduling
algorithm is 5 round keys which becomes the input for the
next step of encryption algorithm.

The steps followed are:

1. The key scheduling algorithm receives as input an initial
seed 64 bits and is selected by the user

2. The initial input key (64-bits) is permuted into four-bit
blocks as IKb1, IKb2, IKb3, ..., IKb16.

3. IKbl, IKb2, IKb3, ..., IKb16 are permuted and concat-
enated to form 16-bit blocks as follows.
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SK1 =[ IKb1 || IKb5 || IKb9 || IKb13]

SK2 = [ IKb2 || IKb6 || IKb10 || IKb14]
SK3 = [ IKb3 || IKb7 || IKb11 || IKb15]
SK4 = [ IKb4 || IKbS || IKb12 || IKb16]

4. Each of the 16-bit produced in third step is fed into the
Linear feedback shift register (LFSR) which then gener-
ates 16-bit (PRNG) pseudorandom number.

5. The pseudo random number generated in step four and
the 16-bit output of step three is XORed to produce The
16-bit outputs, ol, 02, 03, and 04, are placed into the
Fibonacci scrambling method to obtain the round keys
Kr(1)-Kr(5) for encryption process. The steps for the
Fibonacci scrambling algorithm are as follows:

i. The key Kr(1) =mod (0ol + 02, n)
il. Key Kr(2) =mod ( 03 + 04, n)
iil. The remainder of the round-keys are

acquired as follows (n is largest prime)
fori=3ton do
Kr(i) = mod(Kr(i-1) +Kr(i-2), n)
end for
iv. end

Hence, the keys Kr(1) through Kr(5) are produced and
utilized as round keys for the HIBRI lightweight encryption
algorithm’s encryption procedure.

Algorithm 1: HIBRI Cipher Algorithm

RoundFunction(Pro, Pr1, Pr2, P13, P14, P15, P16, P17,
Krl}

{

Xl.O — PTO EH A’rl;
X1 < P D F(X10);
X2 < P @O F(Xy3);
X1.3 — PT3 Bﬂ Krl;
X1.4 «— PT4 EKT‘I,
X15 < Prg D F(X14);
X 16« Prs@ F(Xy7);
X17 < Pr; HKTL

}

FinalTransformation(T1,0, T1,1, T12 , T13, Ti4,
Tis, Tie T17)

{ Q0 T1,0,Ql« T2, Q2+ T13,Q3« Ty
Q4 T15,Q5+ Ti1,6,Q6« T1,7,Q7« Ti; }

The HIBRI Encryption Scheme

The round function of the proposed encryption algorithm
is.

inspired from the HIGHT lightweight encryption algo-
rithm. The algorithm uses the ARX features from the
BRIGHT family of ciphers since by using ARX opera-
tions the decryption overhead is reduced since the decryp-
tion process using ARX reverses the steps of encryption
process. The round keys generated in the key scheduling
process is used in the encryption process. Figure 3 shows
one round encryption process.

Encryption Process

The notations used in the encryption process are as
follows.

FH: addition mod 2'°
@: XOR (bitwise-EX-OR)
RA<< S: Shift left register RA by S bits

The algorithm 1 depicts the process of Encryption steps
for the proposed HIBRI cipher it encrypts 128-bit plain-
text block. The 128-bits original plaintext block is first seg-
mented into 8 blocks of 16-bits each as Py, P, Pry, Prs,
Pr4, Prs, Opre, Py respectively. The keys for each round
generated by the key scheduling process is used in each of
the rounds of the HIBRI encryption process. Each of the
encryption rounds makes use of a shift function F(x):

Fx)={[Kro << 7) @ Kro << 2] ® Lo HKri}

16bis

Fig. 3 One round HIBRI Encryption Process

@ Springer



J. Inst. Eng. India Ser. B

The proposed algorithm is implemented for 5 rounds,
the numberof rounds may be increased in order to increase
security. The following functions shows the operations per-
formed in the first round using key R1. The output of the
first round Q0-Q7 becomes the input to this fed into the
next round. The process is repeated for next rounds. Figure 4
shows the keys.

generated for one round using the proposed key genera-
tion scheme.

Experimental Setup and Performance Evaluation

The Proposed HIBRI encryption algorithm software imple-
mentation is carried out C programming observed on a
Intel (R) Core (TM) 2 Duo E4500 @ 2.20 GHz processor
which is 32-bit and is evaluated for randomness test, strict
avalanche criteria, key sensitivity test. While the hardware
implementation is carried out on Arduino Nano based on
the Atmega328 microcontroller and the key parameters such
memory utilization, energy consumption, execution time and
throughput are analysed.

Evaluation of the Key Generation Algorithm

The Proposed key scheduling algorithm generated 10° bit
streams, to test the randomness of the keys NIST random-
ness test (Bassham et al. [4] ) with level of significance
P>0.01.

(Barker et al. 2020) was run and it is evident from
the findings in Table 1 that the produced key is, in fact,
random.

Evaluation of the Cipher

The proposed HIBRI cipher is also evaluated for perfor-
mance using the following criteria:

Strict Avalanche Criteria (SAC)

The avalanche requirement is that, if the input bit (key bit or
the plaintext bit) is altered by a single bit, the ciphertext bits
should change by 50% (Gookyi et al. [13], Biswas et al. [7]).
Table 2, summarizes the diffusion results. A single one-bit
change in the proposed cipher plaintext causes around half
of the bits in the ciphertext to change, yielding a 50% dif-
fusion rate.

@ Springer

Key Sensitivity

When the key varies even little from the original key(one-
bit), it is impossible to retrieve the original plaintext and thus
the key scheduling algorithm is said to be key sensitive. The
Avalanche test evaluates the extent to which modifications
in the plaintext result in alterations to the ciphertext. Table 3
lists the key sensitivity findings for a key change of one
bit. When a one-bit change in the key is affected, the result
is initially transformed to binary vales, and the number of
bits altered in the cipher-text is then found to determine the
degree of alterations.

Correlation Coefficient

The calculation of the correlation coefficient is used to
determine the dependency of groups of values. It serves as
a reliable method for assessing the robustness of encryption

0 01101111 00110001 00110010 0011001

324 450
:101101000210/00

0110001000101
:0010110001011
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01011101
10010001

0001
01010

100

01010010
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01100
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:01100000

[0000000000001100] = Hex Key [1] : [000C]
[0000001101000011] = Hex Key [2] : [0343)
[1001000000100000] = Hex Key [3] : [9020]
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Fig. 4 Results of Key generation
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algorithms. This test is intended to determine whether or if
there is a relationship between the corresponding charac-
ters in plaintext and ciphertext messages. Values near to 1]
imply there is a high correlation and dependence between
the values. A reading between 0 and —1 indicate that both
the variables move in opposite direction and hence not cor-
related to each other and hence this ensures better security.
A coefficient of correlation between plaintext and ciphertext
can be determined as follows::

. cov(x,y)
P Vea0)

Covariance d(a) = % R 6(0‘))2 =

250 - .
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100 A

100 105 110 115 120

b Correlation 2
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d Correlation 1

K

corx ) =+ 3 (3~ ) (v - )

i=1

1 N
E = — .
®) Nizzlp,

The Correlation-Coefficient between the original and
encrypted text is shown in Table 4, and Fig. 5 illustrates
the same.

Hardware Implementation

Figure 6 displays the suggested cipher’s block diagram.
The cipher’s conceptualization was translated into a tan-
gible form through successful integration into Arduino
Nano 3.0 hardware Arduino Nano 3.0 based on Atmel

@ Springer
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Table 1 NIST test outcomes for the suggested key generation scheme

Test Significance level (p Result
value)
Frequency-test 0.739918 A
Block-frequency-test 0.179120 A
Cumulative-sums-test (forward) 0.534146 A
Cumulative-sums(inverse) -test 0.739918 A
Runs-test 0.350485 A
Longest-run-test 0.179120 A
Rank-test 0.035174 A
Fft-test 0.213309 A
Non-overlapping-template-test 0.122325 A
Overlapping-template-test 0.430102 A
Universal-test 0.122325 A
Approximate-entropy-test 0.350485 A
Random-excursions-test 0.911413 A
Random-excursions-variant-test 0.534146 A
Serial-test 0.035174 A
Linear-complexity 0.739918 A

A — ACCEPT (test Passed)

Table 2 The diffusion for HIBRI, for a single-bit change in plaintext

KEY (HEXADECIMAL) =69 64 6D 6D 6F 31 33 33

PLAINTEXT CIPHERTEXT NUMBEROF
(HEXADECIMAL) (HEXADECIMAL) BITSCHANGED
00 000000000000 F284D357DD49FC 35

00 00 00 00 000000 52 8C 6D 2B 26 B4

00 00 5CF2 84
00 00 0000000000 7ECEF28416D9 57

0000 0000000000 A7 FC528C6D 62

0001 7CTE CE

Table 3 Key Sensitivity A single bit change in the key

PLAIN TEXT (HEXADECIMAL)=01 11 00 00 01 00 00 01 00 00
0001 00 11 00 00

KEY (Hexadecimal) CIPHER TEXT (Hexa- Total no
decimal) ofbitschanged
0705030408292a F284D357DD49FC 64
Ob 1011 52 8C 6D 2B 26 B4 5C
F2 84
0604020308292a  FC 368400 AC 38 39
Ob 1011 19 87 AFFD 32 72 D9
36 F7

@ Springer

ATmega328 microcontroller as the IoT testbed to deter-
mine the performance parameters such as throughput,
power consumption, average execution time, memory con-
sumption for encryption and decryption process. Atmel
ATmega328-based Arduino Nano boasts a 16 MHz 8-bit
microcontroller, accompanied by 32 KB of Flash memory,
2 KB of SRAM, and an additional 1 KB of EEPROM.
The Arduino Nano’s recommended input voltage range is
7 to 12 V, and all simulations have been done in C. The
proposed algorithm is first tested using a normal text data
on the client—server node IoT system shown in Fig. 7. The
encryption algorithm is used on the data being transmit-
ted from client. Once the data reaches the server node it
is decrypted to get the original data depicted in the Fig. 8.
Then the proposed algorithm is applied on sensor data.
For this we use DHT11(Humidity and Temperature and
LM35(Temperature sensor) to test the algorithm on sensor
data. The sensors individually and independently collect
data which is then transmitted to the microcontroller.

Results and Discussion

The suggested cipher implementations are tested against
the most recent state-of-the-art implementations using
the ATmega328 (Arduino Nano 3.0). The selection of the
ATmega328 stemmed from its widespread adoption within
wireless sensor networks. The evaluation of the proposed
HIBRI cipher against state-of-the-art implementations is
presented in Table 5, with the cipher itself executed on an
8-bit AVR platform requires more RAM than SIMON and
lesser than HIGHT ciphers and has lesser RAM than other
state-of-the art lightweight ciphers. The execution time
required is also nearer to the SIMON and HIGHT ciphers
hence the proposed HIBRI cipher is possible candidate for
the lightweight cryptographic applications. The comparison
chart is shown in Fig. 9.

In order to compare other parameters such as area con-
sumed, execution time and power consumption the proposed
method is implemented in FPGA using Verilog. XILINX
FPGA chips were used to synthesis, position, and route all
of the internal design components. Using XPower Analyzer,
power and execution time estimates for a completely sub-
pipelined architecture with one round unit and a bit length of
32 have been completed. The results are displayed. Table 6
presents a comparative analysis of the HIBRI cipher’s
performance evaluation, focusing on area metrics such as
LUT (Look-Up Tables), IOB (Input/Output Blocks), and
Slice Registers in comparison with the other state of art
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Table 4 Correlation Coefficients

KEY (HEXADECIMAL)=48454c4c4f313233

Examples PLAIN TEXT (HEXADECIMAL) CIPHER TEXT (HEXADECIMAL) CORRELATION
COEEFICIENT
Correlationl 68656C6C6F313233776F726C64343536 48A4CCES58DD9745765D3F1C17EA4D8C4 0.047156
Correlation2 61747461636B61747477656C7665706D 54A48F5C2093EBF4E3B4A55978E5E4C4 0.0328462
Correlation3 53454E444E4F57495453454C46403132 2D8499E116478E8FA9926C58F1EOBDA4 —0.442953
Correlation 4 4D454554494E47415440464F5552504D 916AB7DFFA66DDEF7740E3D1495218A —0.289888
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Fig. 6 Block diagram of the proposed cipher implementation

implementations whereas Table 7 makes the comparison in
terms of power and execution time. The comparison chart
is shown in Figs. 10 and 11 respectively.

Conclusion and Future Work

Using a unique key generation method, the suggested encryp-
tion algorithm HIBRI is implemented in hardware as well
as software. On a 32-bit processor, HIBRI’s performance is
assessed. HIBRI cipher fulfills the Strict Avalanche Criteria
and key sensitivity test which demonstrates how secure the
suggested cipher is. The keyscheduling algorithm and its ran-
domness is compared with the existing methods which proves
the randomness of the round keys generated. The NIST tests
for key generation yielded P>0.01 which proves that the pro-
posed key generation scheme generated truly random num-
bers, while the hardware implementation shows that the com-
parison results for Code size, RAM and execution size yielded
better results, thus concluded the proposed algorithm is pos-
sible candidate for lightweight cryptography. IoT makes the
life of user comfortable by offering a network that senses, col-
lects, and makes decision effectively. Everything that is con-
nected to a network is more vulnerable to assaults. As a result,
adding security to an IoT network will boost consumer trust.
As the Internet of Things (IoT) enters its nascent phase with
the new cryptographic standards emerging over the period of
time, the security and implementation efficiency must fulfil

Fig. 7 Hardware Implementation

@ Springer



J. Inst. Eng. India Ser. B

T T — e ] T S R
Fig. 8 Encryption and decryption on COM ports
Table ,5 Comparative Algorithm Year Plaintext KeySize Code Size RAM Timing
anlaysis of Proposed HIBRI
cipher against state-of-the-art SIMON [5] 2013 64 128 290 24 253
implementation ciphers on PRESENT [21] 2021 660 280 729
target embedded processors
LEA [32] 2015 592 596 969
CRAFT [6] 2019 894 243 1504
ARIA [30] 2020 2352 242 198
AES [19] 2020 1116 268 222
HIGHT [18] 2019 352 180 197
Proposed HIBRI 2022 316 264 287
B Code Size WRAM ETiming (nS) |
0
o o
‘::'\ ‘; —
2 g o WO - o
2 o 2 # o oo % oy Bon 235
N#?\; I'\J II s ) AN mﬁi m9g
I° 0 0 0 0 o i
SIMON PRESENT LEA [2015] CRAFT [2019] ARIA[2020] AES[2020] HIGHT [2019] PROPOSED
CIPHER [2021] HIBRI
[2014]

Fig. 9 The comparison of ciphers
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Table 6 Proposed HIBRI cipher compared with state-of-the-art
implementation cipher on FPGA

Cryptographic algorithms LUT 10B Slice Registers
Proposed HIBRI 0 240 168

AES 2255 6 1661

HIGHT 268 1 2409

SIMON 45 5 36

PRESENT 72 35 65

Table 7 Performance evaluation based on execution time and power
consumed

Cryptographic Algorithms Power(W) Timing(ns)
Proposed HIBRI 0.014 3.925
AES 0.441 8.975
HIGHT 0.609 8.34
SIMON 0.072 37.8
PRESENT 0.186 4.98
Fig. 10 Comparison of 3000
Performance-metrics for exist-
ing ciphers (LUT and IOB)

2500

2000

1500

1000

500
0 [N |
Proposed HIBRI AES

the various criteria of novel security applications. The random
number generation implemented in this research combining
the features of linear feedback shift register and fibonacci
scrambling algorithm, can be explored further developing a
new key scheduling algorithm with better security aspects.
The novel HIBRI cipher implemented consumes lesser power,
has better execution speed and lower device utilization, also
proves better security algorithm than the existing ciphers. The

HIGHT SIMON

PRESENT

mLUT mIOB Slice Registers

@ Springer
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Fig. 11 Performance-metrics

comparison of ciphers (Power

and Timing)

40
35
30
25
20
15
10
o 1

Proposed HIBRI AES

cipher can be evaluated and simulated on different platforms
and also cryptanalysis can be applied on the proposed method
as a future enhancement.
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