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ABSTRACT Near Field Communication (NFC) has emerged as a pivotal wireless technology for short-range
data exchange between devices, including smartphones and wearables. Leveraging Radio Frequency (RF)
signals and robust authentication, NFC ensures secure communication in proximity. Mutual authentication
(MA) holds paramount importance for establishing trust between device pairs. A prime example of NFC
technology is Radio Frequency Identification (RFID), wherein seamless communication occurs between a
reader and a tag. However, security and privacy concerns are critical factors in RFID systems, necessitating
effective authentication protocols. This paper introduces an efficient and secure MA mechanism for RFID
devices, using lightweight block ciphers (LBCs). Specifically, the extended tiny encryption algorithm
(XTEA) and the hummingbird algorithm (HBA) using the cipher block chaining (CBC) mode is designed.
These tailored algorithms establish a secure communication channel between RFID tags and readers.
Notably, the proposed RFID-MA using XTEA and HBA occupies less than 2% of the chip area,
encompassing slices and lookup tables (LUTs), and achieves authentication with execution times of 11.6
µs and 1.34µs, respectively. In comparison to the RFID-MA approach employing the XTEA methodology,
the proposed algorithm reduces the chip area overhead by 24.6%, total power consumption by 3.5%, and
execution time by 88.36%. The proposed algorithm is implemented using Verilog hardware description
language (HDL) within the Xilinx environment and is realized on a Artix-7 field programmable gate array
(FPGA) platform, utilizing the ModelSim simulator. The proposed research extensively presents simulation
and synthesis results while considering the critical hardware constraints such as time, power, and area.
Furthermore, this study has also conducted a comprehensive performance analysis, comparing essential
metrics with existing LBC and authentication methodologies, showcasing substantial improvements.

INDEX TERMS Authentication, ciphers, cryptography, encryption, field programmable gate array, near
field communication, performance analysis, radio frequency identification, simulation.

I. INTRODUCTION
One of the promising devices used in diverse fields, such
as reader, tag, and server software, is RFID technology.
In general, the reader reads the identities of an RFID tag and
transmits the demand identification to the server. The tag’s
content isÂ indexed by the database server. The RFID system
is limited by concerns over privacy and security. Numerous
authenticating methods are available that can be categorized
as basic methods, fully-fledged methods, lightweight, and
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approving it for publication was Luca Barletta.

ultra-lightweight methods to reduce these restrictions. These
authenticating procedures aim to offer security against risks
and applications [1], [2]. The RFID–technology, involves
observing, and offers stability, confidentiality, and security,
and plays a vital part in medical and healthcare procedures.
These technologies will, however, face several issues with
regard to storage, architecture, and safety [3], [4].

To address security and privacy concerns, there are a
variety of alternative authenticating algorithms available.
These authentication methods are often used to secure data
and other information from attacks in accordance with their
intended use, providing good protection capabilities and
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services [5]. For secure mutual authentication with readers,
the RFID tags require uniformity of security mechanisms,
flexible lightweight approaches, effective lightweight /
ultra-lightweight authenticating cryptosystems, and effective
key repudiation techniques. Ultra-lightweight block cipher
approaches are better suited to ensure effective mutual
authentication between the tag and reader [6], [7], [8].

Several literature discuss about authentication of differ-
ent devices using ciphers. The internet of things (IoT)
based encryption algorithms and their performance analysis
concerning the memory, energy, and timing parameters
is presented in [9]. Advanced encryption standard (AES)
and XTEA ciphers security algorithms are implemented
on the peripheral interface controller (PIC) microcontroller.
The LBC-based MA protocol for low-resource devices is
discussed in [10]. A craft block cipher is used for security
analysis along with the new cipher LBCbAP for MA. It also
analyzes different attacks such as disclosure, impersonation,
replay, etc. The simple and secured RFID-MA protocol
for healthcare applications is described in [11]. The article
explores the drawbacks of the existing works, such as
forward secrecy and scalability issues. In addition, it analyzes
the security performance and computational cost of the
server, reader, and tag with existing approaches. The authors
in [12] and [13] describes the new RFID-MA protocol
model with strong adversary features. The model has set up
server–less authentication, server–mounted authentication,
and tag-searching phases. The same work is extended with
a new MA protocol to improve the computational cost and
security performance [13].
The authors in [14] discuss the secured authentication

approach involving different phases with additional tags for
RFID applications. The article evaluates brute–force attacks,
impersonation attacks, and counterfeiting attacks. The elliptic
curve cryptography (ECC) based RFID-MA protocol for IoT
applications is presented in [15]. The threat model is applied
to RFID-based MA protocol to realize the different attacks.
It analyzes the tag, reader, and server’s communication,
computational, and storage space costs. The lightweight
physical unclonable functions (PUFs) based authentication
protocol for IoT devices using a secret pattern recognition
approach is used in [16]. The approach uses simple bitwise
operators, a truly random generator, and a PUF circuit to
construct the authentication process. The work analyzes the
different attacks, accuracy levels, and throughput. Reference
[17] describes the ECC-enabled RFID-MA protocol for
the internet of vehicles (IoV). It analyzes the different
attacks and communication costs, computational costs, and
storage space costs using the AVISPA tool. The gimli-based
hash and authentication encryption (AE) implementation for
RFID devices is used in [18]. The chip area, frequency,
latency, and throughput parameters on hardware is evaluated
experimentally.

The RFID-based authentication approach using hyperellip-
tic curve signcryption (HCS) is used in [19]. The HCS uses

an 80-bit key with a high-security feature to tolerate potential
attacks. The work evaluates the different security attacks
and computational overheads. The hybrid authentication
using electrocardiogram (ECG) and block cipher for wireless
body area network (WBAN) applications is well described
in [20]. The RCIA-based RFID authentication with the
logic of events theory (LET) is presented in [21]. The
RCIA and LET approaches are incorporated into RFID
for mutual authentication between tag and the reader.
The multifactor authentication approach with lightweight
features for advanced mobile networks is described in [22].
These use ECC–based cipher for multifactor authentication.
The processing time, packet overhead, cost, and security
analysis with different attacks is performed. The MA with
the lightweight approach for smart home applications is
presented in [23]. The work analyzes different performance
metrics. The ultra-lightweightMAprotocol for RFID systems
with a maximum distance separable (MDS) coding approach
is used in [24]. The security attacks and different costs with
different protocols is analysed.

While several literatures have discussed on the security of
NFC–enabled devices, it has mainly focused on the validation
using software. Additionally, NFC-enabled devices on
hardware platforms have not received adequate attention in
terms of strengthening security. Incorporating authentication
algorithms into the wireless domain has demonstrated its
effectiveness, raising the question of their applicability to
NFC-enabled devices. However, it is essential to note that
advanced and complex authentication algorithms may pose
computational challenges, rendering them unsuitable for
resource-constrained NFC devices. RFID-tagged objects
are susceptible to attacks, potentially leading to the theft
of users’ private information. Establishing robust authen-
tication mechanisms between NFC-based RFID tags and
readers is imperative to ensure secure data communication.
Existing research predominantly focuses on lightweight
algorithms, primarily in software–based approaches, with
limited attention given to hardware–based implementations.
Nevertheless, the available hardware-based approaches lack
re–configurability and flexibility and may not be suitable for
NFC–enabled applications.

Therefore, there is a pressing need for standardized
lightweight algorithms that minimize resource utilization in
NFC–enabled applications. An efficient and secured authen-
tication approach using LBCs is designed in this manuscript
for RFID devices. The proposed technique considers XTEA
and HBA as LBCs which provide secured authentication
between two devices, i.e., the tag and the reader. The
HBA–based MA utilizes lesser resources, consumes low
power, and offers better throughput than XTEA–based MA
and other approaches. Rest of the manuscript’s organization
is as follows: Section II discusses the architectures of
XTEA and HBA. The authentication of RFID devices
using XTEA and HBA is discussed in Section III. The
results of the XTEA and HBA and Its MA approaches
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Algorithm 1 Extended Tiny Encryption Algorithm
Input: PT , RFi, RF0, m
Output: ET or DT
1. Pre-processing Phase:

I. If (m = 0), then P1 = P0 = PT [31 : 0] and P0 =

PT [63:32]; otherwise,
II. P1 = PT [31 : 0] and P0 = PT [63 : 32];

2. Operation of Rounding Function:
I. c = 0: RFi = P1;
II. c = 1: if (m = 0) then P0 = P0 + RF0 else P0 =

P0 − RF0;
III. c = 2: RFi = P0;
IV. c = 3: if (m = 0) then P1 = P1 + RF0 else P1 =

P1 − RF0;
3. Generation of XTEA output:

If (m = 0) then ET = P1, P0 else DT = P0, P1;

are discussed in detail with resource constraint analysis
and performance comparison in Section IV followed by
conclusion in Section V.

II. LIGHTWEIGHT BLOCK CIPHERS (LBC)
The hardware designs of LBC such as HBA and XTEA
are explored in detail in this section. The XTEA design
eliminates the flaws of the current LBC methods. Using
the HBA, optimization and improved constraint management
is accomplished. The XTEA and HBA algorithms are each
individually discussed to comprehend the functionality of the
encryption/decryption process and create the hardware archi-
tectures. The key schedule mechanism for each block cipher
module runs concurrently with the encryption/decryption
modules. Basic algebraic operations like counters, shifters,
adders, registers, and subtractors are used in designing the
XTEA and HBA modules.

A. EXTENDED TINY ENCRYPTION ALGORITHM (XTEA)
The drawbacks of the tiny encryption algorithm (TEA)
is resolved using XTEA. This improves the security and
performance over TEA by incorporating pipelining mecha-
nism. The XTEA has 128-bit key with a 64-bit block size.
It contains three main processes: key scheduling, encryption,
and decryption. All these three processes are operated based
counting (c) mechanism. The encryption and decryption
process works based on mode (m) in the proposed XTEA.
If the mode ‘m’ is ‘0’, then it is encryption; else decryption
process. The key scheduling operation occurs during the
counting operations of ’0’ and ’2’. The key scheduling output
(Ko) is obtained for the encryption and decryption process
using (1) to (4).

Enc : K0 = K [3&XE ] + XE ; if (c = 0) (1)

Enc : K0 = K [3&XE >> 11] + XE ; if (c = 2) (2)

Dec : K0 = K [3&XD >> 11] + XD; if (c = 0) (3)

Dec : K0 = K [3&XD] + XD; if (c = 2) (4)

In these equations, XE = α1+δ1 during encryption and XD =

δ2 − δ2 during the decryption operation. The ‘α’ and ‘δ’ are
the constant–coefficient values in the key scheduling process.
The ‘&,’ ‘∧’ ‘≪,’ and ‘≫’ are AND, XOR, Shift–left,
and right logical operators respectively. The round function
(RF) process is designed based on the Feistel structure and
is the same for encryption and decryption processes. The
round function (RF) output is generated using key scheduling
output, and is represented using (5).

RF0 = ((RFi ≫ 5) ∧ (RFi ≪ 4) + RFi) ∧ K0 (5)

As shown in Algorithm 1, the XTEA has three operational
phases, namely: pre-processing, round function, and output
generation phases. The 64-bit input (Pi) is divided into two
32-bit blocks, P0 and P1. The round function works based
on the counter. When the counter (c) is zero, the second
input (P1) is input to the RF . If the mode ‘m’ is 0, then the
first input (P0) is added with RF output (RF0) and stored
in P0 during count c = 1. Similarly, if the mode ‘m’ is
‘1’, then RF0 is subtracted from the first input and stored
in P0. The operation c = ‘2’ and ‘3’ is the same as ‘0’ and
‘1’, respectively, by replacing P0 with P1. Lastly, the XTEA
output is generated using P0 and P1 data. For encryption
(m = 0) operation, the cipher text (ET ) is generated by
concatenating theP0 followed byP1 to form the 64-bit output.
Similarly, for the decryption (m = 1) operation, the recovered
text (DT ) is generated by concatenating the P1 followed by
P0 to form the 64-bit output.

B. HUMMINGBIRD ALGORITHM (HBA)
The HBA, has both stream and block cipher combinations,
which is suitable for ultra–lightweight and low–constrained
devices to enhance security features. The HBA supports
16-bit input and 256-bit key for encryption and decryption
process. The flow of the HBA for encryption is shown in
Algorithm 2. The HBA starts with initialization, followed
by the encryption stage. Initially four different initialization
vectors or nonces (N1, N2, N3, and N4) are defined and
are used further in the state register initialization process.
The random values of four nonces are stored initially in
the four registers (R1, R2, R3, and R4). The linear feedback
shift register (LFSR) value is defined during the initialization
stage. The encryption stage contains mainly two operations:
block encryption (E) operation and internal state updation.
The HBA operates with four rounds (r) during the encryption
stage.

The block encryption (E) operation contains mainly regis-
ters, substitution boxes (S-Box), and linear transformations,
followed by add round key (ARK). The 256-bit key is divided
into four subkeys K1, K2, K3, and K4. Each of the four
subkeys is iterated with four operation rounds during block
encryption. The first register (R1) is XOR with Input data
(Ii) and stored in stage output (T1). Similarly, the remaining
registers (R2, R3, and R3) undergoes XOR operation with
previous stage outputs of block encryption. (T1, T2, and
T3) generate the stage outputs (T2, T3, and CTi). Each
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Algorithm 2 Hummingbird Algorithm for
Encryption
Input: Nonce Initialization: N1, N2, N3, and N4;

16-bit input Text (Ii) and 256-bit key
(composed into K1, K2, K3, and K4)

Output: ET or DT
• Initialization Stage

1. Register (State) formation R1, R2, R3, and
R4 using nonces.
I. R1 = N1;
II. R2 = N2;
III. R3 = N3;
IV. R4 = N4;

2. Initialization of LFSR:

I. LFSR = 16’haaaa;
• Encryption Stage

1. Total Rounds r = 0, 1, 2, 3;
2. Operation of Block Encryption (E):

I. T1 = EK1 (Ii ⊞ R1r );
II. T2 = EK2 (T1r ⊞ R2r );
III. T3 = EK3 (T2r ⊞ R3r );
IV. CTi = EK4 (T3r ⊞ R4r );

3. Internal state Updation:
I. LFSRr+1 = LFSRr ;
II. R1r+1 = R1r ⊞ T3r ;
III. R2r+1 = R2r ⊞ T1r ⊞ R4r+1;
IV. R3r+1 = R3r ⊞ T2r ⊞ LFSRr+1;
V. R4r+1 = R4r ⊞ T1r ⊞ R1r+1;

4. Return CTi and loop completes

stage output is operated with four rounds during block
encryption. The last stage of operation produces the cipher
text (CTi). The internal state updation is operated parallel
to the block encryption process. This internal state updation
updates the state registers using stage outputs and an LFSR.
The decryption operation is the reverse process of encryption
in the HBA.

III. AUTHENTICATION OF RFID DEVICES USING LBC
The RFID-MA module implements the XTEA and HBA
block cipher, which are built block-wise using CBC mode.
The RFID-MA with XTEA and HBA crypto system for
the tag and reader raises security and privacy issues. Two
procedures are used to establish MA between the tag and
reader: (1) Tag identifying using the encryption scheme
(XTEA orHBA), and (2) XTEA orHBA-based tag and reader
authentication. In order to establish interaction, the reader
requests the tag unit, which then creates random value to
use as user identity. Tag recognition is successful when a
random value is encrypted using XTEA or HBA. To recover
the identical random data later, the decryption operation of
XTEA or HBA is performed. Figure 1 depicts the RFID-MA
protocol using XTEA or HBA algorithm using CBC Mode.

TABLE 1. Execution process of RFID-MA using HB and XTEA.

The two times of encryption and decryption operations
using the XTEA or HB methods are performed to establish
RFIDMA. The 16/64-bit random number generation (RNG1,
RNG2, and RNG3), reader challenge (CL), tag challenge
(CT), tag response (RP), and reader response (RR) are the
primary components of the RFID-MA process. To start the
entire RFID-MA operation, the reader issues a request to
the tag. The tag then transmits the reader’s random number
(RNG1). To conduct the XTEA or HB decryption operation
utilizing RNG1 and RNG2 in CBC mode, the reader gets
RNG1 and creates RNG2, which is then used. The reader
challenge (CL1, CL2) denotes that decryption results are
transmitted to the tag during authentication. To create the
tag challenge, the tag will use CL data to process the XTEA
or HB encryption procedure (CT1, CT2). In response to
the reader, the tag creates the 16/64-bit Random Number
RNG3. The reader authentication process is effective if the
tag challenge (CT2) matches RNG1.

The tag uses the tag challenge (CT2) and RNG3 data to
encrypt the response data (RP1 and RP2) before providing it
to the user. After the reader obtains the tag Response data,
it uses XTEA or HB decryption to create the reader response
(RR1 and RR2). The tag authentication process is successful
if the reader response (RR1) matches the RNG2. The MA is
established between the RFID Tag and reader if both the tag
and the reader are verified.

IV. RESULTS AND DISCUSSION
The results of LBCs like XTEA and HBA and their
MA for RFID devices are discussed in this section. The
RFID-based MA using XTEA and HBA architectures is
implemented using Xilinx integrated synthesis environment
(ISE) environment with Verilog HDL on Artix-7 FPGA.
The mutually authenticated outputs are verified using a
Modelsim Simulator. The resource constraints like chip area
(Slices, LUTs, and LUT-FF pairs), frequency, and power are
analyzed after place and route operation on the Xilinx ISE
environment.

Figure 2(a) displays the RFID-MA simulation results for
XTEA. A global clock (clk) and a reset (rst) signal are
both inputs for the design module. There are four output
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FIGURE 1. RFID-MA protocol using XTEA or HBA cipher.

FIGURE 2. Simulation results of RFID-MA using (a) XTEA algorithm (b) HB algorithm.

signals: a 1–bit reader authentication signal (Reader_Auth),
a 64–bit tag challenge signal (Tag_Challenge1), and a reader
response signal (Reader_Response1). On the other hand, for
the RFID–MA system employing the HB algorithm, the sim-
ulation results are displayed in Figure 2(b). The RFID–MA
using HB module takes inputs such as the global clock (clk),
reset (rst), and a 256-bit key. Output signals consist of 1-
bit reader authentication (Reader_Auth), tag authentication
(Tag_Auth), 64-bit tag challenge (Tag_Challenge1), and
reader response (Reader_Response1).

During the simulation operation, the global clock (clk) is
activated while the reset signal is low. The RFID-MA process
initiates with the generation of 64-bit random numbers RN1
and RN2 using LFSR at the tag and reader respectively.
The reader challenge data (Reader_ch1 and Reader_ch2) is
generated through XTEA or HB decryption operations at the
Reader side. Similarly, the new 64-bit random number RN3 is
generated using LFSR at the tag side. The tag challenge data
(Tag_ch1 and Tag_ch2) is produced by performing XTEA
or HB encryption operations at the Tag side. Likewise, the
tag response data (Tag_Resp1 and Tag_Resp2) is generated

through XTEA or HB encryption operations at the tag side.
The reader response data (Reader_Resp1 and Reader_Resp2)
is created by performing XTEA or HB decryption operations
at the reader side. These simulation operations demonstrate
the functioning of RFID-MA using XTEA and HB algo-
rithms, showcasing the generation of various challenge and
response data for authentication between the RFID tag and
the reader.

Table 1 provides the execution times for each operation
or process in RFID–MA using XTEA and HB modules,
measured in clock cycles (µs), specifically for NFC appli-
cations. It illustrates the efficiency of the RFID-MA using
HB and XTEA modules. These times, measured in clock
cycles, highlight the time taken to complete authentication
stages. In the RFID-MA system, an eight-stage operation is
performed using XTEA and HB at CBC code to establish
authentication between the RFID tag and reader. To complete
the security evaluation of RFID tag and reader in NFC
applications, the total execution time required is 11.555 µs
for XTEA and 1.34 µs for the HB algorithm. Comparatively,
the execution time in RFID-MA using HB is better than
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FIGURE 3. Graphical representation of proposed designs.

TABLE 2. Performance analysis of XTEA and HBA on Artix-7 FPGA.

TABLE 3. Resource constraints analysis of RFID based MA using XTEA
and HBA on Artix-7 FPGA.

in RFID–MA using the XTEA process. The significant
difference between the execution times of XTEA and HB
indicates the superiority of the HB algorithm in terms of
speed and efficiency.

The performance analysis of XTEA and HBA on Artix-
7 FPGA are tabulated in Table 2. The XTEA cipher utilizes
slices of 312 and LUT’s of 638 by operating at 265 MHz
frequency and consuming power of 112 mW. In contrast,
the HBA utilizes 402 slices and LUTs of 481 by operating
at 377MHz frequency and consuming power of 108mW. The
XTEA cipher generates the encrypted output in 128 clock
cycles (CC) and achieves a throughput of 133 Mbps with a
hardware efficiency of 0.43 Mbps/slice. Similarly, the HBA
cipher obtains the encrypted output in 12 CC and achieves
a throughput of 503 Mbps with a hardware efficiency of
1.25 Mbps/slice. The differing slice utilization, LUT counts,
and operating frequencies provide a basis for understanding
their resource utilization and power consumption. The
contrast in latency and throughput emphasizes how design
choices impact data processing and transmission efficiency.

The resource constraints analysis of RFID–based MA
using XTEA and HBA on Artix-7 FPGA are tabulated in
Table 3. The RFID–based MA using XTEA utilizes slices of
1602 and LUTs of 2301 by operating 262MHz frequency and
consuming power of 172 mW. In contrast, the RFID-based
MA using HBA utilizes slices of 1645 LUTs of 1998 by
operating 349 MHz frequency and consuming power of
155mW. The Tag and Reader are mutually authenticated with
an execution time of 11.6 µs and 1.34 µs using RFID-based
MA using XTEA and HBA, respectively. The utilization
of slices and LUTs alongside operating frequencies and
power consumption elucidates the trade–offs between XTEA
and HBA. This understanding extends to their execution
times and the mutual authentication process, showcasing the
efficiency gains made possible by the HB algorithm.

The graphical representation concerning the performance
metrics of the RFID–based MA using XTEA and HBA
architectures is illustrated in Figure 3. The HBA cipher
provides better performance results and is improved by
approximately 24.6% in LUTs, 29.7% in frequency, 3.5%
in total power, 90.25% in latency, 73.5% in throughput, and
65.6% in efficiency than the XTEA cipher. In contrast, The
RFID based MA using HBA provides better performance
results and improved by around 13.16% in LUTs, 24.92% in
frequency, 12.42% in total power, and 88.36% in execution
time than RFID-based MA using XTEA.

The performance comparison of the proposed XTEA
and HBA with existing approaches [25], [26], [27], [28]
is tabulated in Table 4. The block size, key length, chip
area (slices), latency, throughput, and efficiency parameters
are considered for comparative study at different FPGAs.
The tiny XTEA-1 is designed on Spartan-3 FPGA, utilizes
266 slices, and operates with a throughput of 19 Mbps.
The proposed XTEA cipher provides a better chip area of
10.52%, latency of 46.67%, and throughput of 76.55% than
the tiny XTEA-1 cipher [25]. The tiny XTEA-3 is designed
on Spartan-3 FPGA, utilizes 254 slices, and operates with
a throughput of 37 Mbps. The proposed XTEA cipher
provides a better chip area of 6.3%, Latency of 3.03%, and
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TABLE 4. Performance comparison of proposed XTEA and HBA with existing approaches [25], [26], [27], [28].

TABLE 5. Performance comparison of RFID based MA with existing approach [29].

throughput of 54.33% than the Tiny XTEA-3 cipher [25]. The
XTEA cipher [26] is designed on Spartan-3 FPGA, utilizes
332 slices, and operates with a throughput of 79 Mbps.
The proposed XTEA cipher provides a better chip area
of 28.3% and throughput of 2.4% than the XTEA cipher
[26]. In contrast, the HB-2 [27] is designed on Spartan-
3 FPGA, utilizes 485 slices, and operates with a throughput
of 172 Mbps. The proposed HB cipher provides a better chip
area of 15.88%, latency of 25%, and throughput of 42.6%
than the HB-2 cipher [27]. The HB [28] is designed on
Cyclone -2 FPGA, utilizes 482 slices, and operates with a
throughput of 234 Mbps. The proposed HB cipher provides
a better chip area of 15.3%, Latency of 25%, and throughput
of 22% than the HB cipher [28].
The performance comparison of RFID–based MA using

XTEA and HBA with the existing approach [29] using
Spartan-3 FPGA is tabulated in Table 5. As seen in the
table, the proposed RFID-based MA using XTEA and HBA
approaches better chip area (Slices, LUTs, and LUT-FFs)
and maximum operating frequency than existing MA using
present XTEA, and HBA approaches [29].

V. CONCLUSION
This manuscript presents a comprehensive approach to
achieving secured authentication for RFID devices through
the utilization of LBCs on the FPGA platform. The detailed
discussion on LBCs, specifically the XTEA and HBA
algorithms, highlights their significant role in enhancing
security and performance. The key focus lies in establishing
mutual authentication between RFID tags and readers to
ensure a secure communication channel. The individual
design and implementation of XTEA and HBA within the
Xilinx ISE environment and their successful realization on
the Artix–7 FPGA platform mark a critical step in validating
the feasibility of our proposed approach. Notably, both XTEA
and HBA demonstrate impressive operational characteristics
with modest resource utilization. XTEA operates at an
average frequency of 321 MHz while consuming 112 mW,

exhibiting a latency of 128 clock cycles and a throughput
of 133 Mbps. In contrast, HBA showcases even better perfor-
mance metrics with a latency of 12 clock cycles, a throughput
of 503Mbps, and power consumption of 108mW.Comparing
the proposed RFID-MA using HBA with RFID–MA using
XTEA underlines the superiority of the former, as evidenced
by superior chip area, power efficiency, and execution time.
Future research could delve deeper into the security aspects
of LBCs within the context of RFID devices. Exploring
their robustness against various attacks and vulnerabilities
will provide valuable insights into further fortifying the
authentication mechanisms. As the IoT landscape continues
to evolve, incorporating the proposed LBC-based authenti-
cation approach into emerging technologies such as edge
computing, blockchain, and AI will pave the way for even
more secure and efficient communication protocols.
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