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The Internet of Things (IoT) and cyber-physical systems (CPS) has grown exponentially over the recent years, has
motivated the development and deployment of the low resource devices for a wide range of applications in the
IoT. Many such resource constrained devices are deployed to match the heterogeneous application requirements
of IoT and CPS systems, wherein privacy and security have emerged, as the most difficult challenges, as the
constrained devices are not been designed to have security features. This paper presents a lightweight cipher,
based on ARX (Addition-Modulo, Rotation and XOR) operations, Fiestel structure, an amalgamation of BRIGHT
and SIMON structure, hence the name BRISI. The cipher encrypts 32-bit plaintext using 64-bit key. The software
implementation is performed using MATLAB tool and it fulfils the Avalanche criterion, Key-sensitivity, corre-
lation coefficient, entropy and histogram. The proposed design is simulated using Xilinx Vivado and is imple-
mented on Nexys-4 DDR Artix-7 and Basys-3 Artix-7 FPGA family and is evaluated for (LUT and register) power

and timing

1. Introduction

The proliferation of ubiquitous computing has led to a colossal
amount of research in the field, hence there has been an increasing
demand for the constrained devices in the application like the IoT
(Internet of Things) WSNs (wireless sensor networks), RFIDs (radio-
frequency identification), smart cards and so on [1]. These constrained
devices for such applications have various constraints like the power and
area limitations, increased speed and better performance with reduced
cost, but the greatest challenge of all is the privacy and security of the
data that are exchanged over these devices [2]. With increase in the
requirement of security and confidentiality of the data, the demand for
cipher implementations for LRDs is increasing. Considering the con-
straints of these LRDs an optimized cipher implementation in terms of
the parameters Area, power and energy is important. In general, a
cryptographic algorithm comprises of three main parts: encryption,
decryption, and key-generation/key scheduling [2]. The key generation
algorithm generates the number of sub-keys based on the number of
rounds and key length required for encryption/decryption. In most ci-
phers, key expansion is executed once for both decryption and encryp-
tion, while in others is executed separately for encryption and
decryption such as the case in Advanced Encryption Standard (AES) and
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RIJNDAEL ciphers [1,2]. Based on the number of keys used on encryp-
tion/decryption algorithms, ciphers are categorized as asymmetric
(public key) and symmetric (private key) ciphers [1].

Cryptographic Ciphers can be symmetric and asymmetric [3]. Sym-
metric ciphers use same key for encryption and decryption, Asymmetric
ciphers use different keys for encryption and decryption. The ciphers for
LRDs are often designed for symmetric ciphers. Based on the number of
bits encrypted the ciphers are classified as stream ciphers and block
ciphers, the stream ciphers encrypt bit by bit or byte, while, the block
ciphers encrypt fixed block size plain-text block (16-bits,32-bits, 48-bits
and so on). The block ciphers depend on three parameters the size of the
block, size of the key and number of rounds. The block ciphers are can be
fiestel structure or SPN (Substitution or Permutation Network) or
Lai-Massey [4]. Conventional ciphers cannot be embedded in LRDs
hence the term lightweight cryptography is used for design of ciphers for
LRDs due to the advantages of like (i) lesser number of gates (Area) (ii)
lower power and energy consumption (iii) better performance and se-
curity [5]. The lightweight ciphers [6] have simple key scheduling, with
lesser rounds and smaller block sizes. Hardware implementations of the
ciphers are done in the FPGA due to the flexibility, configurability,
efficient utilization of resources, and comparatively lower design costs.
FPGA implementation of ciphers also provide many other advantages
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like algorithm agility, algorithm upload, algorithm modification

In this paper, an ultra-lightweight cipher based on ARX operation,
the BRIGHT family of cipher fused with SIMON cipher, hence the name
BRISI Cipher and a highly optimized novel key generation scheme is
designed. The BRISI cipher is based on Addition-Modulo, Rotation and
XOR Structure (ARX). the Addition-modulo operation introduces the
nonlinearity into the cipher while the diffusion is achieved by Rotation
and XOR operations.

The objective of this paper is to design, implement and analyse the
novel cipher BRISI, as the structure is similar to the SIMON Cipher [7],
but with a modified structure so as to improve security, a novel key
scheduling is designed and implemented.

2. Background

In the recent years, the need for the Low resource devices (smart
devices) has grown widely hence the research of Lightweight Encryption
algorithms has gained tremendous interest [1]. Even though the con-
ventional ciphers approved by NIST can be embedded into the low
resource devices, their performance may not be acceptable, to overcome
this limitation NIST initiated a lightweight cryptography project [8].
The project mentions about the strategies and issues for developing
lightweight cryptography, the requirement like the software and hard-
ware in developing the target devices. The report comprises of the
evaluation parameters, considerations for design and development of
such lightweight cryptographic primitives.

Abed S et al. [9] presented a lightweight SIMON cipher, this cipher
emphasizes on the design metrics-power and energy. The SIMON2n/mn,
where n-bits and m - key-length. pipelined and scalar implementation of
SIMON cipher is implemented. The pipelined implementation has a
better throughput by a factor of 12 compared to scalar design. The scalar
design consumes 39% lesser power than pipelined design. A 64-bit data
path PRESENT block cipher is proposed by Jai Gopal Pandey et al. [10].
The proposed cipher is implemented for 80-bit and 128-bit key length
and is area efficient and has better throughput with high MHz clock and
consumes 16mW power for a 2000 input vector. The implementation,
for an 80-bit key consumes 12.6% lesser FPGA slices and 9.7% lower
slices for 128-bit key length than the state of the art benchmarked de-
signs. Saranya Karunamurthi et al [11] presented a cipher based on the
reversible logic named RLCD-LFSR (Reversible-logic Cryptography
Design-Linear Feedback Shift Register). RLCD logic is used to design
both the encryption and decryption units. The cipher is designed using
reversible logic gates like Feynman, Fredkin, Toffoli and SCL gates. 128
x 128 image input-plaintext image is converted into a text-file to binary
using MATLAB coding. Key generation is implemented using LFSR.
Histogram analysis was performed for security analysis. The hardware
implementation was carried out with ASIC 180nm technology using
CADENCE tool. The implementation resulted in 7.97% reduction in
area, a power reduction of 2.32% and the reduction in delay by 26.4%,
the 45nm technology resulted in 9.61% area reduction, and 8.33% of
power reduction and 20.46% delay reduction compared with the state of
the art implementations. UBRIGHT or ULTRABRIGHT, presented by
Deepti Sehrawat et al [12] is an ultralight weight cipher, the key features
of the cipher are key whitening, enhanced security, better diffusion,
optimized register usage. The algorithm is based on fiestel structure. The
algorithm is implemented in four layers (i) key whitening (ii) ARX
operation (iii) permutation (iv) final key whitening. The algorithm is
executed on an Intel (R) processor Core (TM) i5-2430M CPU @ 2.20
GHz. The algorithm obeys Strict Avalanche Criteria with 50% diffusion.
The key sensitivity is achieved. The algorithm also passes all the
Randomness tests. The algorithm requires a Memory utilization of 477
bytes and 479 bytes for encryption and decryption respectively, the
execution time required is 52.21 Mb/s. GRANULE a new ultra-light ci-
pher, designed by Gaurav Bansod et al [13], based on Fiestel network.
the algorithm encrypts 64-bit plaintext using 80/128-bit key in 32
rounds. The cipher has proved resistance for linear and differential
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cryptanalysis. The GRANULE cipher shows better resistance against
various kinds of attacks performed on the cipher. It has good resistance
against linear and differential cryptanalysis. GRANULE 2104 bytes of
Flash memory1256 bytes of a RAM Memory when implemented in C.
The cipher is implemented in FPGA consumes 1288 for 80-bit key
encryption and 1577 for 128-bit key encryption thus consumes lesser
power by 12-79% when compared to available algorithms literature.
Hence making it suitable for low resource devices. VAYU, a lightweight
cipher presented by Gaurav Bansod [13], uses 80/128-bit key to encrypt
64-bit plaintext in 31 rounds. The cipher is implemented in ARM-7
LPC2129 processor the proposed cipher requires lesser memory, GE
compared to PRESENT, CLEFIA, AES and LED cipher. An improved
advanced encryption standard (IAES) is proposed by Celestine Iwendi et.
al.[14] In this method both the user and the data in the IoT network
provides improved privacy preservation strategies. In this research IoT
devices and the 5G architecture issues are addressed by the PDS (PRI-
VACY DATABASE STRUCTURE). The proposed algorithm is compared
with AES and DES algorithms. The proposed algorithm performs better
than the AES and DES in terms of the performance parameters like the
throughput and execution time for encryption. A lightweight selective
encryption scheme presented by Amna Shifa et.al [15] proposes an
ESR-validated encryption scheme. Two entropy encoders for the
H.264/AVC codec like CABAC and AVLC are examined for Internet of
Multimedia Things devices. The Encryption space ratio is determined by
applying the proposed Selective Encryption with the proposed cipher to
encrypt the selected syntax elements. The proposed method has an ESR
percentage of 14.14% for CABAC scheme while 31.23% is achieved for
CAVLC scheme. the novel cipher EXPer which is based on permutation
and EXOR operations using 128-bit key found to perform well on ab-
solute values of syntax elements like the dQP. The bitrate and decoder
remains unchanged. The proposed EXPer algorithm is compared with
the state of the art implementation, the confidentiality of the algorithm
is similar to that of AES-CFB while the computational cost is similar to
XOR, thus ensuring it a suitable for real-time video communication for
IoT devices

3. The proposed BRISI cipher

A software-based block cipher implementation benchmarking frame
work termed as FELICS (FAIR EVALUATION OF LIGHTWEIGHT CRYP-
TOGRAPHIC SYSTEMS) was held by The University of Luxembourg in
2015 [24]. This framework aims at implementing the algorithms in
low-resource devices like the IoT applications [30-36]. LEA, HIGHT
[25] and SIMON [29] were some of the top ranked ciphers of the
competition. These ciphers are based on ARX (ADDITION, ROTATION
AND EX-OR) operations. Compared to SPN (SUBSTITUTION AND
PERMUTATION NETWORKS) based structure, ARX based structure has
better performance and are comparatively faster and consumes lesser
area and power [28]. The software implementations are also compara-
tively cheaper. The ARX structure offers better confusion and diffusion
property and hence resistant to timing attacks.

The proposed BRISI cipher is a ARX based balanced Feistel Structure,
symmetric key block cipher. It encrypts the plain-text of block size 32-
bits using an initial key of 64-bits length and consists of 5 rounds.
Lesser number of rounds are chosen so as to improve efficiency; the
number of rounds can be increased so as to improve security. The 16-bit
round key ki required for encryption is extracted from a novel key
generation scheme which is consists of a 64-bit initial key.

For the proposed cipher the following notations are used

PT - input plaintext of block size 32-bits.

CT - output cipher-text block size 32-bits.

Ri, Li - Right half and left half bits.

K - initial Input-Key 64-bits. ki - sub-keys of 16-bits each for one
round.

@ - Bitwise exclusive-OR operation

[ - Addition-modulo n
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® - Multiplication-modulo n
< << - p-bits Left Circular shift
|| - Concatenation of bits/registers

3.1. Round function

The one round encryption process for the proposed ARX based BRISI
cipher comprises of following operations

e Addition-Modulo-n
e Rotation/Left-circular shift, (Si by i bits)
e Bitwise-EXOR

Figure 1 shows the one-round function of the proposed BRISI cipher,
the plain text input block is 2n and its split into two halves of n-bit each
as Left n-bits Li and Right n-bits Ri. In each round function, three circular
shifts to the lefts (shift-left one, shift-left eight, and shift-left two) and
bitwise-XOR and Addition-modulo operation with Key are performed on
the plain-text.

The ARX based BRISI round encryption function, F, is represented in
Equation (1).

F(R,L,k) = ((Ls] @®Ls8) & R0) & Ls2)H@ Ki) || LO 6))

where Ki is the round key, LO is the leftmost bits of the plaintext block,
and RO is the rightmost bits.

Steps: In this paper a 32-bit plain-text is encrypted using a 64-bit
initial-key

The 32-bit input plain-text is partitioned into two blocks of 16-bits
each, With Left half bits LO and right half bits as RO

1 The left half bits are shifted by 1-bit (Ls1) and eight-bits (Ls8) and
XORing is performed the result is Ls18.

2 Ls18 is XORed with RO and the output is RO1.

3 Left half bits are shifted by 2 bits (Ls2) and XORed with RO1 the
output is R0O2.

4 Then R02 is XORed with the round Key Ki with output as RRO.

5 The Left half and right half are swapped.

The proposed BRISI cipher is based on ARX operations and thus the
cipher can be implemented in parallel, more efficiently compared to
other type of operations so that the diffusion may be performed faster.

LO RO
e
@7\7 Ls18 RO1
- ——

RO2
Ki

RRO

L1 R1

Fig. 1.. The BRISI one round function.

Microprocessors and Microsystems 84 (2021) 104267

The addition-modulo operation using key, provides the non-linear
operation on the cipher-text. The shift operation or permutation of
bits and the swapping operation also provides the diffusion thus the
Shannon’s property of confusion and diffusion has been implemented
for the cipher making the encryption scheme more secured [3].

3.2. Key scheduling

The design of a Key generation scheme is the most vital part of any
cipher system. The information is rendered secure if an intelligible the
key is generation scheme is designed [26,27]. If an adversary predicts
the key, the encryption system would be rendered useless.

Since the algorithm requires five keys of 16-bit each from a 64-bit
initial input key. A novel key generation key scheme shown in figure
2, inspired from the Simple Encryption scheme for Internet of Things
[17,18] is implemented. The key expansion unit comprises of Permu-
tation, Shift, XOR operations so as to create confusion and diffusion in
the input key which makes it more secure so as to prevent from attacks.

3.3. Key expansion steps

1 The initial input key is split up into 4-bit each segment. (kil,ki2,
ki3.....,kil6).
2 Initial permutation of bits input bits

(ie kp1=ki1||ki5| [ki9| |ki13)

(ie kp2=ki2| [ki6|[ki10] [ki14)
(ie kp3=ki3| |ki7|[ki11]||ki15)
(ie kpa=ki4| ki8] [ki12| |ki16)

1 Left shift by i bits (kx1 = kpl<<5, kx2 = kp2<<3 kx3 = kp3<<5,
kx4=kp4<<3);
2 Perform an XOR operation to get the round keys

k1l = kplekxl, k2 = kp2@kx2, k3 = kp3®kx3, k4 = kp4gkx4
and k5 = k1@k2@k3®k4.

4. Hardware and software implementation and results

The proposed BRISI Cipher has been implemented both in software
and hardware [37,38] to evaluate the cipher the following criteria are
considered.

4.1. Key generation

For the proposed key generation scheme, 10° bit streams were
generated and the NIST randomness tests [43] were run with a signifi-
cance level P > 0.01 on the sequences of the generated output to accept
the sequences as random. The table 1 shows the results of the P value for
the NIST randomness tests, it is found that all the P values are greater
than 0.01 hence the generated bits are random in nature.

4.2. Software implementation of the BRISI cipher

The software implementation [39-42] of the proposed cipher is
performed in MATLAB tool

4.2.1. Histogram analysis

To visualize the security strength of a cryptographic algorithm his-
togram analysis is performed. The randomness of the encrypted image is
measured. The encryption is performed on the images shown in figure
3a, 3b, 3c concludes that the calculated histogram is uniform hence the
algorithm is secured.

4.2.2. Correlation coefficient
is a technique to measure the strength of a cryptographic algorithm.
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forgeneration [, '

of next keys

16-bitK5

Fig. 2.. Key generation process.

Table 1. . covp.q)
NIST test results of proposed Key generation scheme. " /D(p)y/D(q)
Test P-value Result
here p and q are the values of two adjacent image pixels.
Frequency 0.534146 Passed
Block Frequency 0.739918 Passed 1 &
Cumulative Sums(forward) 0.534146 Passed E (p) =— Z Di
Cumulative Sums(inverse) 0.035174 Passed N i=1
Runs 0.534146 Passed
LongestRun 0.911413 Passed 1
Rank 0.937229 Passed D(p) =— Z (pi — E(p))2
FFT 0.350485 Passed N i=1
gszrg;;riﬁlg Priﬁ;:;plate 8221;2(1)2 g:zz:g The figures 3a, 3b and 3c concludes that the encrypted images highly
Universal 0.350485 Passed correlated, hence the algorithm is secured.
Approximate Entropy 0.739918 Passed
Random Excursions 0.035174 Passed 4.2.3. Image entropy
Random Excursions Variant 0.739918 Passed Entropy refers to the amount of data to be coded by a cipher
Serial 0.911413 Passed R . !
Linear Complexity 0.534146 Passed It is calculated using the formula

Entropy = ) _pi(i)log, <p%)

it is the dependency between two values. i
The correlation coefficient between any two adjacent pixel pairs can

Where pi denotes the probability of the ith pixel value of the image
be calculated as

The table 2 lists the correlation coefficient and entropy, it is found

& that correlation of the encrypted images is nearer to zero, and the in-

cov(p,q) = N Z@, —E(p))(g: —E(q)) formation entropy of the encrypted images 7.9 < E < 8. Thus infers that
= attacks are infeasible and the plaintext is secured.
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decrypted image

histogram original image

histogram encrypted image

1000 600 | 1
500 r 1
800
400 1
600
300 1
400
200
0 =
0 50 100 150 200 250 0 0.2 0.4 0.6 0.8 1
original image encrypted image
250 4 4 ¥ 1+ % + + + fenRtecmag * %+ + %
. * F ok * ko * k * 4 * x * * * #
0.9 F
% £+ % % £ + * * £ + * * * #
08% * * * * * * £ * * * +* * * * #
T L * % #
I
06% * * * * * * + * %+ * % % #
L N T T L A S
5t
T o+ * % % + * £ * + * * % 4 %
04% * * * * * % * * * * + * * * +
PN L A
02% * % * * * % +* * * * + * * * +
0% £ £ % x £ £ * * £ + * * * #
0.1Ff
0% £ £ % % £ £ x * £ * * * * #
: g s +
0 50 100 150 200 250 0 01 02 03 04 05 06 07 08 09 1

Fig. 3a. Image Encryption, Histogram and correlation coefficient of Cameraman Image.

4.2.4. Avalanche effect

Avalanche effect is one of the desirable property in cryptography. A
one-bit change in the input (plain-text or key) causes a considerable
change in the output cipher-text as depicted in figure 4 and 5. A one-bit
change in the plaintext with key constant causes a considerable change
in cipher-text, figure 4a shows both the input and output in binary while
figure 4b shows the input and output data in hexadecimal.

4.2.5. Key sensitivity

For a one-bit change in the key with plaintext constant there is a
considerable change in the cipher-text shown in figure 5a both plaintext
and cipher text in binary form while figure 5b the plaintext and cipher

text is in hexadecimal form. A radical change in cipher-text is observed
with single bit change in key or the plaintext as seen above for a robust
block cipher design. if the block cipher does not show the avalanche
effect then such a block cipher is said to have a poor randomization [16].
From the figures 4 and 5 it is found that a single bit change in the input
(plain-text or key) results in change of 50% cipher text i.e., more than
half of the bits of cipher-text is changed.

4.3. Hardware implementation of the BRISI cipher

The proposed BRISI cipher is simulated using Xilinx Vivado and
verified on the Nexys-4 Artix-7 and Basys-3 Artix-7 FPGA.
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Fig. 3b. Image Encryption, Histogram and correlation coefficient of rice Image.

Figure 6 shows the RTL schematic for one round encryption process
of BRISI Cipher.

Table 3 shows the FPGA implementation of the proposed ciphers in
terms of LUTs, IOBs.

The comparative analysis of the Proposed BRISI encryption algo-
rithm with the State of the art implemented algorithms is shown in table
4 and figure 7 the comparison chart

5. Conclusion and future work

The implementation of cryptographic algorithms in the Low resource
devices will play a dominant role and will be a major challenge in the
near future. This paper proposes a simple ARX based BRISI cipher for
low resource devices and the proposed cipher has been analysed for
Entropy, Correlation coefficients Histogram, Strict Avalanche Criterion
and Key Sensitivity. It thus fulfils all the criteria for proving the security
of the proposed algorithm. The hardware implementation of the cipher
is analysed for area, power and timing, it infers that it is efficient when
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Fig. 3c. Image Encryption, Histogram and correlation coefficient of moon Image.

Table 2
Correlation and entropy of the test images.

Test Image Correlation coefficient Information Entropy
Original Encrypted Original Encrypted
Cameraman 0.9840 -0.0374 7.0098 7.9967
Coins 0.9687 -0.0089 6.3162 7.9966
Moon 0.9983 0.0281 5.5128 7.9932
Rice 0.9227 -0.0023 7.0116 7.9964

compared to the state of the art implementations, thus the proposed
algorithm can be suited for the Low resource devices. In this paper a 32-
bit cipher using 64-bit key using 5 rounds is implemented, the future
work, the number of rounds can be increased so as to strengthen the
security and also input plain-text and keys can be increased. Also the
attacks can also be performed.
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Fig. 5b. One-bit change in input key in hexadecimal format.
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One round Encryption of BRISI Cipher.
Fig. 6. One round Encryption of BRISI Cipher.
Table 3 Table 4
FPGA implementation of the proposed BRISI encryption algorithm. Comparative analysis of the BRISI encryption algorithm.
FPGA Family Slice LUTs+ Registers  IOBs ~ Power(W)  Timing(ns) Algorithm Year Slice Slice Timing FPGA
LUT isti
Nexus-4 DDR Artix7 45415 80 21164 13.068 v Registers (09
Basys- 3 Artix-7 45+15 80 21.164 13.068 Saranya K etal [11] 2019 25 11 1.314 Virtex-7
. LFSR +Rev Logic
Power and timing. A. Alkamil et al [19] 2019 570 594 13.65 Virtex -6
SIMON cipher
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